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 1  Aims  
  
1.1  Hodge Hill Girls’ School aims to:  
  

• have robust processes and systems in place to ensure the online safety of pupils, staff, visitors and 
governors  

• deliver an effec�ve approach to online safety, which empowers us to protect and educate the whole 
school community in its use of technology • establish clear mechanisms to iden�fy, intervene and 
escalate an incident, where appropriate.  

  

2  Legisla�on and Guidance  
  

2.1  This policy is based on the Department for Educa�on’s statutory safeguarding guidance,  Keeping Children 
Safe in Educa�on, and its advice for schools on  preven�ng and tackling bullying and  searching, screening 
and confisca�on. It also refers to the Department’s guidance on  protec�ng children from radicalisa�on.  

  

2.2  It reflects exis�ng legisla�on, including but not limited to the Educa�on Act 1996 (as amended), the 
Educa�on and Inspec�ons Act 2006 and the  Equality Act 2010. In addi�on, it reflects the  Educa�on Act 
2011, which has given authorised staff stronger powers to tackle cyber-bullying by, if necessary, searching 
for and dele�ng inappropriate images or files on pupils’ electronic devices where they believe there is a 
‘good reason’ to do so.  

  

3  Scope of the Policy  
  

3.1  This policy applies to all members of the school community (including staff, pupils, volunteers, parents / 
carers, visitors, community users, suppliers, contractors)  who have access to and are users of school 
digital technology systems, both in and out of school, and to personal devices owned by adults and young 
people used in school.  

  
3.2              This policy also applies to all members of the school community who represent the school (including staff, 

pupils, volunteers) whose technology or internet ac�vity in or out of school could bring into disrepute the 
school's reputa�on or personal professionalism.  

  
3.3  The Educa�on and Inspec�ons Act 2006 empowers Headteachers, to such extent as is reasonable, to 

regulate the behaviour of pupils when they are off the school site and empowers members of staff to 
impose disciplinary penal�es for inappropriate behaviour. This is per�nent to incidents of cyber-bullying, 
or other Online Safety incidents covered by this policy, which may take place outside of the school, but is 
linked to membership of the school. The 2011 Educa�on Act increased these powers with regard to the 
searching for and of electronic devices and the dele�on of data. In the case of both Acts, ac�on can only 
be taken over issues covered by the published Behaviour Policy / Professional Learning Standards.  

  
3.4  The school will deal with such incidents within this policy and associated Behaviour Policy, Professional 

Learning Standards and School Bullying policies and will, where known, inform parents / carers of 
incidents of inappropriate Online Safety behaviour that take place out of school.  
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3.5  Some material available via the internet is unsuitable for school users. The school will take all reasonable 

precau�ons to ensure that users access only appropriate material. However, it is not possible to guarantee 
that unsuitable material will never appear on a school computer. Neither the school nor the Local 
Authority can accept responsibility for the material accessed, or any consequences of internet access.  

  

 4  Roles and Responsibili�es  
  

Online safety depends on the school, staff, governors, parents and the pupils themselves taking 
responsibility for their ac�ons online. Staff have a par�cular responsibility to supervise pupils, plan access 
and be an appropriate role model.  

  

4.1  The Governing body  
  

4.1.1  The Governing body will monitor the effec�veness of this policy and hold the Headteacher to account for 
its implementa�on.  

  
4.1.2  This will be carried out by the Governing body:  
  

• reading and understanding this policy  
• receiving regular informa�on about online safety incidents and monitoring reports from the Designated 

Safeguarding Lead once per term at Governing body mee�ngs.  
  
  

4.2  Headteacher and Senior Leaders  
  
4.2.1  The Headteacher is responsible for:  
  

• ensuring the safety (including online safety) of members of the school community  
• ensuring that staff understand this policy, and that it is being implemented consistently throughout the 

school  
• ensuring adequate CPD is provided on issues concerning online safety within the school  
• ensuring systems are in place to allow for monitoring and support of those in school who carry out 

monitoring roles  
• ensuring 2x Senior Leaders are assigned as contacts to respond to Grade 5 safeguarding alerts 

generated through the Entrust Monitoring Service  
• following procedures in the event of a serious online safety allega�on made against or concerning a 

member of staff or pupils within the school.  
  
4.3  Designated Safeguarding Lead (DSL)  
  

4.3.1  Details of the school’s Designated Safeguarding Lead (DSL) and deputy DSLs are set out in the school’s 
Safeguarding and Child Protec�on Policy.  

  
4.3.2  The DSL should be trained in Online Safety issues and be aware of the poten�al for serious child protec�on 

/ safeguarding issues to arise from:  
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• sharing of personal data  
• access to illegal / inappropriate materials  
• inappropriate online contact with adults / strangers • poten�al or actual incidents of grooming • online 

bullying.  
  
  
4.3.3  The DSL is responsible for:  
  

• ensuring that all staff are aware of the procedures that need to be followed in the event of an online 
safety incident taking place  

• ensuring that online safety incidents, including incidents of cyber-bullying - are logged and dealt with 
appropriately in line with this policy, the Behaviour Policy and Professional Learning Standards  

• suppor�ng the Headteacher in ensuring that staff understand this policy and that it is being 
implemented consistently throughout the school  

• working with the Headteacher, ICT Opera�ons Manager and other staff, as necessary, to address any 
online safety issues, review incident logs and filtering/change control logs  

• having and up to date awareness of online safety maters  
• receiving and ac�ng on Grade 5 safeguarding alerts generated through the Entrust Safeguarding 

Monitoring Service.  
  
  

4.4  Pastoral Manager  
  
4.4.1  The Pastoral Manager is responsible for:  
  

• ensuring that online safety incidents, including incidents of cyber-bullying - are logged and dealt with 
appropriately in line with this policy, the Behaviour Policy and Professional Learning Standards  

• monitoring and ac�ng on monthly Grade 2 and weekly Grade 3 PCE Reports generated through the 
Entrust Safeguarding Monitoring Service.  

  

4.5  ICT Opera�ons Manager  
  
4.5.1  The ICT Opera�ons Manager is responsible for:  
  

• pu�ng in place appropriate filtering and monitoring systems, which are updated on a regular basis and 
keep all pupils, staff and visitors safe from poten�ally harmful and inappropriate content and contact 
online while at school, including terrorist and extremist material  

• remaining at the forefront of online safety technical informa�on and inform/update others as 
necessary  

• suppor�ng and advising the Designated Safeguarding Lead on technical online safety issues and 
systems  

• reviewing and upda�ng this policy annually, or sooner if necessary  
• providing online safety induc�on and annual refresher training and guidance for staff • ensuring data is 

held securely in line with the General Data Protec�on Regula�on (GDPR)  
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• ensuring that monitoring so�ware/systems are implemented and updated as required. ensuring that 
the school’s technical infrastructure is secure and is not open to misuse or malicious atack, and that 
safety mechanisms are updated regularly  

• ensuring that the school meets required online safety technical requirements and any Local Authority 
Online Safety Policy / Guidance that might apply 

• ensuring that users may only access the networks and devices through a properly enforced password 
protec�on policy, in which passwords are regularly changed  

• responding to requests to block access to poten�ally dangerous sites and, where possible, preven�ng 
downloading of poten�ally dangerous files.  

  
4.6  All staff and volunteers  
  
4.6.1  All staff, including contractors and agency staff, trainees and volunteers – are responsible for:  
  

• ensuring they read, understand and implement this policy consistently and have signed the Staff 
Acceptable Use Policy/Agreement.  

• agreeing and adhering to the terms on acceptable use of the school’s ICT systems and the internet, and 
ensuring that pupils follow the school’s terms on acceptable use  

• ensuring that online safety incidents, including incidents of cyber-bullying - are logged and dealt with 
appropriately in line with this policy, the Behaviour Policy and Professional Learning Standards  

• ensuring all digital communica�on with pupils is on a professional level and carried out using only 
school systems  

• ensuring they report any suspected misuse or problem for inves�ga�on / ac�on / sanc�on  
• ensuring that online safety issues are embedded in all aspects of the curriculum and other ac�vi�es  
• ensuring they supervise and monitor the use of all digital technologies in lessons and other school 

ac�vi�es (where allowed)  
• ensuring they moderate any digital communica�on tools they enable for pupil use; for example, when 

crea�ng a class SharePoint site  
• ensuring internet resources and searches are ‘pre-screened’ prior to use with pupils in lessons, and that 

processes are in place for dealing with any unsuitable material that is discovered  
• ensuring that personal use of digital technologies, at any �me, never brings personal professionalism or 

the school’s reputa�on into disrepute  
• appropriate safeguards are put in place to prevent pupils/others from unauthorised access to systems / 

personal informa�on, including ensuring that privacy restric�ons se�ngs are appropriately set on 
personal social media accounts to reduce opportunity for access by pupils  

• ensuring they use school resources appropriately, including prin�ng/copying  
• understanding that use of school devices/systems are monitored, and that enhanced monitoring may 

take place where unacceptable use is suspected.  
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4.7  Parents / Carers  
  
4.7.1  All parents / carers are responsible for:  
  

• playing a crucial role in ensuring their child understands the issues surrounding online safety  
• ensuring their child has read, understood and agreed to the terms on acceptable use of the school’s 

digital technologies and systems, and endorsing (by signature) the Pupil Acceptable Use Agreement  
• monitoring their child’s use of all digital technologies when not in school  
• adhering to school restric�ons on taking personal digital images whilst on school premises  
• understanding that the school will automa�cally provide their child with access to digital technologies. 

Parents should contact the school if they have any concerns.  
  
  

4.7.2  Parents can seek further guidance on keeping children safe online from the following organisa�ons and 
websites:  

  
• UK Safer Internet Centre - htps://www.saferinternet.org.uk/advice-centre/parents-and-carers/what- 

are-issues  
• Childnet Interna�onal - htps://www.childnet.com/parents-and-carers/hot-topics  

  
4.8  Pupils  
  
4.8.1  Pupils are responsible for:  
  

• ensuring they use digital technologies and the internet appropriately, following this online safety policy 
and the rules for acceptable use  

• understanding the importance of adop�ng good online safety prac�ce when using digital technologies 
out of school and realise that the school’s Online Safety Policy covers their ac�ons out of school, if 
related to their membership of the school  

• ensuring that all their digital communica�ons with other pupils are appropriate, including when using 
personal devices/systems outside of school  

• understanding how to report issues of abuse, misuse or access to inappropriate materials  
• knowing and following school policy on the use of mobile devices, digital cameras and well as the use 

of images appropriately  
• ensuring that personal use of digital technologies, at any �me, is not detrimental to personal and 

school reputa�on  
• ensuring that appropriate safeguards are put in place to prevent others from accessing personal 

informa�on on digital technologies; for example – social media privacy restric�ons se�ngs  
• ensuring they understand that school digital technologies and communica�ons are monitored, and that 

enhanced monitoring may take place where unacceptable use is suspected • ensuring they use school 
resources appropriately, including prin�ng/copying.  

  

4.9  Community Users, Contractors and Others  
  

4.9.1  Community users, contractors, suppliers and others, who access school digital technologies / 
communica�ons will be expected to sign an Acceptable Use Policy Agreement before being provided with 
access to school digital technologies.  
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5  Educa�on and Training about Online Safety  
  

5.1  Pupils  
  

5.1.1  The purpose of using digital technologies in school is to raise educa�onal standards, promote pupil 
achievement, support the professional work of staff and enhance school management func�ons.  

  
5.1.2          Pupils are encouraged to use technology within school and outside of school to support their learning. It is 

important therefore to teach them the skills of using it appropriately, knowing and understanding the risks 
to allow them to take care of their own safety and security.  

  
5.1.3  Pupils will be taught to:  
  

• use digital technologies safely and respec�ully  
• recognise acceptable and unacceptable behaviour  
• report concerns about content and contact  
• protect their online iden�ty and privacy  
• understand how changes in technology affect safety  

  
5.1.4  Online safety in the curriculum:  
  

• Online safety should be a focus in all areas of the curriculum and staff should reinforce online safety 
messages across the curriculum  

• A planned online safety curriculum should be provided as part of Compu�ng / PHSE / other lessons and 
should be regularly revisited  

• Key online safety messages should be reinforced as part of a planned programme of assemblies and 
tutorial / pastoral ac�vi�es  

• Pupils should be taught in all lessons to be cri�cally aware of the materials / content they access on- 
line and be guided to validate the accuracy of informa�on  

• Pupils should be taught to acknowledge the source of informa�on used and to respect copyright when 
using material accessed on the internet  

• Pupils should be supported in building resilience to radicalisa�on by providing a safe environment for 
deba�ng controversial issues and helping them to understand how they can influence and par�cipate 
in decision-making.  

• Staff should act as good role models in their use of digital technologies, the internet and mobile 
devices.  

• In lessons where internet use is pre-planned, it is best prac�se that pupils should be guided to sites 
checked as suitable for their use and that processes are in place for dealing with any unsuitable 
material that is found in internet searches.  

• Where pupils are allowed to freely search the internet, staff should be vigilant in monitoring the 
content of the websites pupils visit.  

• It is accepted that from �me to �me, for good educa�onal reasons, pupils may need to research topics 
(eg racism, drugs, discrimina�on) that would normally result in internet searches being blocked. In such 
a situa�on, staff can request that the ICT Support Staff can temporarily remove those sites from the 
filtered list for the period of study. Any request to do so, should be auditable, with clear reasons for the 
need.  Removal of any restric�ons required for these educa�onal purposes need to be made at least 48 
hours in advance so that any possible risks can be taken in to account and then cleared with DSL/SLT.  
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5.2  Parents / Carers  
  

5.2.1          Parents / carers will receive informa�on regarding online safety through school newsleters or other 
communica�ons home. In addi�on, online safety informa�on, and this policy will be available on our 
website.  

  
5.2.2  If parents /carers have any queries or concerns in rela�on to online safety, these should be raised in the 

first instance with the year group Pastoral Manager.  
  

5.3  Staff / Volunteers  
  

5.3.1  It is essen�al that all staff receive online safety training and understand their responsibili�es, as outlined in 
this policy. Training will be offered as follows:  

  
• A planned programme of formal online safety training will be made available to staff. This will be 

regularly updated and reinforced  
• All new staff will receive online safety training as part of their induc�on programme, ensuring that they 

fully understand the school Online Safety Policy and Acceptable Use Policies / Agreements  
• The DSL (or other nominated person) will receive regular updates through atendance at external 

training events (eg. from LA / other informa�on / training sessions) and by reviewing guidance 
documents released by relevant organisa�ons  

• The DSL (or other nominated person) will provide advice / guidance / training to individuals as 
required.  

  
5.4  Governors  
  

5.4.1  Governors should take part in online safety training / awareness sessions, with par�cular importance for 
those who are members of any sub commitee / group involved in technology / online safety / health and 
safety / safeguarding. This may be offered in a number of ways:  

  
• Atendance at training provided by the Na�onal Governors Associa�on / LA or other 

relevant organisa�ons.  
• Par�cipa�on in school training / informa�on sessions for staff or parents.  
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6 Cyber-bullying  
  

6.1 Cyber-bullying takes place online, such as through social media sites, messaging apps or gaming sites. Like 
other forms of bullying, it is the repe��ve, inten�onal harming of one person or group by another person 
or group, where the rela�onship involves an imbalance of power.  

  
6.2 Please refer to the school Behaviour Policy / Professional Learning Standards for more informa�on on the 

school’s cyber-bullying preven�on work and sanc�ons.  
 

 

 7  Use of digital and video images - Photographic, Video  
  

7.1  When using digital images, staff should inform and educate pupils about the risks associated with the 
taking, use, sharing, publica�on and distribu�on of images. In par�cular they should recognise the risks 
atached to publishing their own images on the internet e.g. on social networking sites.  

  
7.2  Writen permission from parents or carers will be obtained before photographs of pupils are published on 

external public-facing media (school website, newsleter, social media, local press).  
  

7.3  The taking of videos and digital images is not allowed in school unless specific permission is given by the 
Headteacher or designated personnel. 

  
7.4  Staff and volunteers are allowed to take digital / video images to support educa�onal aims, but must 

follow school policies concerning the sharing, distribu�on and publica�on of those images. Those images 
should only be taken on school equipment; the personal equipment of staff or pupils should not be used 
for such purposes.  

  
7.5  Care should be taken when taking digital / video images that pupils are appropriately dressed and are not 

par�cipa�ng in ac�vi�es that might bring the individuals or the school into disrepute.  
  
7.6  All users must not take, use, share, publish or distribute images of others without their permission.  
  

7.7  Photographs published on the website, or elsewhere that include pupils will be selected carefully and will 
comply with good prac�ce guidance on the use of such images, and in line with Photographic Consent 
Records.  

  
7.8  Pupils' full names will not be used anywhere on a public website or blog, par�cularly in associa�on with 

photographs.  
  
7.9  Pupil's work remains the property of Hodge Hill Girls' School, so can be published without permission.  
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8  Copyrighted Audio and Video  
  

8.1  Licensing  
  

8.1.1  Staff will only use commercial copyrighted audio and video for educa�onal purposes, where the school 
has purchased the requisite licenses authorising such use. The following informa�on is provided as a 
guide. Staff should ask if unsure.  

  
• The school annually purchases licenses that allow movies/documentaries/music from selected studios, 

to be used in school for educa�onal and “non-event1” use, for �tles that have been purchased by the 
school or individuals, on CD/DVD media/other physical media.  

• School usage rights do not extend to online streaming services, unless explicitly stated in the Terms and 
Condi�ons of the streaming service.  

• Use of licenses must be jus�fied for educa�onal purposes. Recrea�onal/non-curriculum use of these 
licenses is strictly prohibited.  

  
8.2  Film Classifica�on  
  

8.2.1  Legal enforcement of film age classifica�on only applies to cinemas / other public broadcasts. Schools are 
authorised to show content that is age-classified above the viewing audience – but there must be 
jus�fica�on for educa�onal purposes. Staff must make a judgement on how appropriate content is against 
the developmental age of pupils and the desired educa�on outcomes, seeking support where appropriate.  

  

8.3  Streaming Services  
  

8.3.1  The default posi�on is that legi�mate streaming services (eg. Ne�lix, Spo�fy, Google Play, Apple Store) are 
not authorised for use in school. For further clarifica�on, please see the ICT Opera�ons Manager.  

  
8.3.2  The following legi�mate streaming services are permited for use in school: BBC iPlayer, YouTube (free 

version only).  
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9  General Data Protec�on Regula�on (GDPR)  
  
9.1  Please refer to the school’s Data Protec�on Policy (available from the school website).  
  
9.2  Staff must:  
  

• ensure that they, at all �mes, take care to ensure the safe keeping of personal data, minimising the risk 
of its loss or misuse  

• understand that Data Protec�on Impact Assessments must be completed, and permission sought from 
authorised staff - when considering the use or purchase of new cloud-based systems. Staff must NOT 
sign up to systems without following due process and receiving writen authorisa�on from the ICT 
Opera�ons Manager.  

• only use personal data on authorised secure devices/systems, ensuring that they properly log-off at the 
end of any session in which they are using personal data.  

  
  

9.3  Physical external storage (eg USB s�cks) must not be used for transfer of personal or sensi�ve informa�on. 
There may be �mes where an excep�on to this is required, then any external storage must be encrypted at 
source, advice on this can be gained from the ICT Opera�ons Manager. Staff are expected otherwise to use 
authorised secure transfer methods when transferring personal data, which includes:  

  
• Direct access to files stored on OneDrive for Business/SharePoint • Using “Share” Links in OneDrive for 

Business/SharePoint to distribute files.  
  

10  Technical –  infrastructure / equipment, filtering and monitoring  
  

10.1.1  Please read and understand the School Technical Security Policy (available as an appendix at the end of 
this policy), which includes important informa�on that expands on the following:  

  
10.1.2  Technical Security:  
+  

• School technical systems will be managed in ways that ensure that the school meets recommended 
technical requirements.  

• Appropriate security measures are in place to protect servers, firewalls, routers, wireless systems, 
worksta�ons, mobile devices etc. from accidental or malicious atempts which might threaten the 
security of the school systems and data.  

• The school infrastructure and individual worksta�ons are protected by up to date virus so�ware and 
security updates.  

• Personal data must not be sent over the internet or taken off the school site unless safely encrypted or 
otherwise secured.  

• IT Systems must be secured or logged out if le� unatended. It is the responsibility of individual users to 
ensure they logout of (or lock) user accounts if leaving systems unatended.  

• School-owned equipment must NOT be removed from the school site without writen permission from 
the Headteacher (or depu�sed). All device loans are subject to terms and condi�ons set out in the 
Device Loan Agreement.  
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• Staff are required to bring their school-owned laptops to school every day for teaching purposes.  This 
also provides the system �me to apply updates and security/virus patches where necessary.  

• All equipment authorised for taking out of school is encrypted. Devices without encryp�ons must NOT 
be taken off-site. For clarifica�on, see ICT Support staff.  

• All staff will adhere to the “Controlled Assessments Technical Procedure” (available from ICT Support in 
school) when managing Controlled Assessments that require a technical solu�on.  

  
  
10.1.3  Password Security:  
  

• All users will have clearly defined access rights to school technical systems and devices.  
• All users will be provided with a username and secure password by ICT Support.  
• Users are responsible for the security of their username and password and under normal 

circumstances will be required to change their password every 45 days.  
10.1.4  Filtering and Monitoring:  
  

• Internet access is filtered for all users. Illegal content is filtered by the school’s filtering provider. 
Content lists are regularly updated and internet use is logged and regularly monitored. There is a clear 
process to deal with requests for filtering changes. Seek advice from the ICT Opera�ons Manager for 
more details.  

• Internet filtering / monitoring ensures that children are safe from terrorist and extremist material when 
accessing the internet in school or on school-owned devices.  

• “Over-blocking” will not lead to unreasonable restric�ons as to what children can be taught.  
• Authorised staff regularly monitor and record the ac�vity of users on the school technical systems, and 

users are made aware of this in the Acceptable Use Agreement.  
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11  Mobile Devices  
  

11.1  All staff, parents and pupils should read and understand the Mobile Devices Policy (available as an 
Appendix at the end of this policy), which includes important informa�on that expands on the following:  

  
• Mobile technology devices may be school owned/provided or personally owned and might include: 

smartphone, tablet, laptop or other technology that usually has the capability of u�lising the school's 
wireless network. The device then has access to the wider internet which may include the school's 
Learning Pla�orm and other cloud-based services such as email and data storage.  

• All users should understand that the primary purpose of the use of mobile/personal devices in a school 
context is educa�onal.  
 

The school 
allows:  

 
 
  

 
 
 
 
 
 
 
 
 
 
 
 

Secure “Guest wifi” is available for visitors/contractor’s devices to enable them to carry out online work required as part of 
their visit. Staff/pupil personal devices will NOT be provided guest wifi access; school-owned devices are issued where staff 
require wifi access. Pupils bringing mobile/smartphones into school must have them turned off/silent and put away and not 
used in school.  
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12  Social Media - Protec�ng Professional Iden�ty  
  

12.1  Personal use of social media can have an impact on personal reputa�on and the professional reputa�on of 
the school and its staff. All staff, parents and pupils should read and understand the Social Media Policy  
(available as an Appendix at the end of this policy).  

  

13  Communica�ons  
  

13.1  General Communica�ons  
  

13.1.1  A wide range of rapidly developing communica�ons technologies has the poten�al to enhance learning. 
The following table shows how the school currently considers the benefit of using these technologies for 
educa�on outweighs their risks / disadvantages:  

 
Specific named staff are authorised to use social media in support of safeguarding inves�ga�ons, and to monitor the school 
reputa�on online.  Pupils bringing mobile/smartphones into school must have them turned off/silent and put away and not 
used in school.  
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Use of mobile/Smartphones in Meetings/Training / /
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Yse of Mobile/Smartphones in social time / /
Taking photos on personal devices / /
Use of school-owned computers/tablets/laptops / /
Taking photos on school-owned devices / /
Use of other mobile school-owned devices / /
Use of personal email in school, or on school network / /
Use of personal email for school business/work / /
Use of school email for school business/work / /
Use of school email for personal use / /
Use of messaging apps / /
Use of social media / /
Use of blogs / /

Staff & other adults Pupils
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13.1.2  When using communica�on technologies, the school considers the following as good prac�ce:  
  

• The official school email service (currently Office 365 Mail/Outlook) and the official school virtual 
learning environment (currently Office 365/SharePoint) may be regarded as safe and secure and are 
monitored. Staff and pupils should therefore use only these systems to communicate with others when 
in school, or on school systems.  

• Users need to be aware that communica�ons are monitored.  
• Users must immediately report, to the nominated person - in accordance with the school policy, the 

receipt of any communica�on that makes them feel uncomfortable, is offensive, discriminatory, 
threatening or bullying in nature and must not respond to any such communica�on.  

• Any digital communica�on between staff and pupils or parents / carers must be professional in tone 
and content. These communica�ons may only take place on official, monitored school systems. 
Personal email addresses, text messaging  or social media/whatsapp/messenger must not be used for 
these communica�ons.  

• All communica�on between staff and pupils must be via school communica�on systems un�l the pupil 
leaves Further Educa�on (aged 18). Staff and ex-staff use of personal communica�on systems with (ex-
)Hodge Hill Girls' School pupils under the age of 18 is strictly prohibited.  

• Personal informa�on should not be posted on the school website and only official email addresses 
should be used to iden�fy members of staff.  

• School communica�on systems are provided primarily to support learning and other school business 
func�ons. Therefore, it is important that such systems are not used in an abusive manner.  

• Users must not communicate personal or other informa�on about themselves or others that could 
cause harm/embarrassment to anyone or the school's reputa�on.  

• Users should not assume that a communica�on is private and confiden�al, even if marked as such. 
School communica�on systems are monitored and filtered for appropriate use. The confiden�ality of 
communica�on may be compromised at any point along the way unless the communica�ons are 
encrypted.  

• Staff are not permited to follow or engage with current or prior pupils of the school on any personal 
social media network account. This also applies if staff employment ceases.  

• Pupils are not permited to follow or engage with current or prior staff of the school on any personal 
social media network account.  

  
13.2  Email  
  
13.2.1  Staff and pupils will be provided with individual school email addresses for educa�onal use:  
  

• Use of personal communica�on systems (e.g. Hotmail, Yahoo Mail, Facebook) between school users, or 
for school business is prohibited.  

• The forwarding of chain/spam communica�ons (eg. chain leters, jokes) is not permited.  
• Sensi�ve informa�on or data must not be sent in school communica�ons without encryp�on. It is the 

user's responsibility to ensure that data is protected to school standards before sending. If unsure, seek 
advice from ICT Support.  

• "Sharing" files from OneDrive/SharePoint is a secure and appropriate way to send files containing 
sensi�ve informa�on. The tradi�onal "Atachment" of files to email is NOT a secure or appropriate way 
to send files containing sensi�ve informa�on.  

• The school enforces email storage quotas on all user email accounts. It is the user's responsibility to 
ensure communica�ons/files are archived/printed or deleted to ensure accounts stay within the 
allocated limit. This should be done on a daily basis, as communica�ons are accessed rather than 



© Hodge Hill Girls’ School, 2023   

  Page 18 of 56 

wai�ng for limits to be reached. In the event that a user's quota limit is reached/exceeded the user is 
not able to send/receive communica�ons un�l the user takes ac�on to reduce their quota usage. 
Training is available to help users to manage their quotas.  

• Users are responsible for any repercussions that relate to not being able to receive important 
communica�ons, if they do not manage their quota appropriately.  

• Staff must not set “auto-forward”/”redirect” op�ons to redirect school email to another personal email 
account. School monitoring systems will flag this up to ICT Support for inves�ga�on.  

 
13.3  Phishing  
  

13.3.1  The following guidance is provided to assist school email users on how to iden�fy if they have received a 
phishing email, and the ac�on they should take:  

  
• The school employs virus-protec�on and monitoring systems that prevent 99% of spam and phishing 

email from reaching recipients. 100% automated protec�on is not possible, so all school email users 
have a duty to be able to iden�fy if they may have received a phishing email, and the ac�ons they 
should take.  

• “Phishing” is a criminal ac�vity using various techniques to manipulate users into performing ac�ons or 
divulging confiden�al informa�on that users would not normally provide. Phishing emails may appear 
to be from a trustworthy source, but are designed to trick the email recipient into disclosing sensi�ve, 
private and confiden�al informa�on. By clicking on an ac�ve link in a phishing email, the recipient may 
be directed to a fraudulent web site that atempts to acquire personal or private informa�on, or 
possibly infect their computer with malicious so�ware.  

  
13.3.2  Signs that an email may be a phishing atempt:  
  

• The email contains obvious spelling errors. Phishers do this inten�onally to avoid spam filters.  
• Links to the website contain all or part of a real en�ty’s name, or web address, but the link itself is not 

iden�cal to that of the legi�mate website.  
• The email address that the email comes from, contain all or part of a real en�ty’s name, or email 

domain, but the address itself is not iden�cal to that of the legi�mate email domain/address.  
  
  
13.3.3  Checks that school email users should make on suspected phishing emails:  
  

• Hover over, but don’t click, on the link in the email. Whilst hovering, review the address informa�on in 
the status bar located at the botom of the browser window/page. It may not point to a legi�mate 
website.  

• Links in emails are only there for user convenience. Users can go direct to a legi�mate website by 
typing a legi�mate website address in their browser, rather than clicking on a suspect link.  

• Iden�fying the source address of an email is harder to achieve. It’s very easy for phishers to state that 
they are from a legi�mate company’s email address, when they are not. The most effec�ve way to 
check the source of an email is to select the op�on to “View Source” or “View Original” and inspect the 
email headers. ICT Support can assist with this.  
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 14  Dealing with Incidents  
  

14.1.1  Some internet ac�vity eg. accessing child 
abuse images or distribu�ng racist material 
is illegal and would obviously be banned 
from school and all other technical systems. 
Other ac�vi�es eg. cyberbullying would be 
banned and could lead to criminal 
prosecu�on. There are however a range of 
ac�vi�es which may, generally, be legal but 
would be inappropriate in a school context, 
either because of the age of the users or the 
nature of those ac�vi�es.  

  

 

14.2  Unsuitable / inappropriate ac�vi�es  
  

14.2.1  The school believes that the ac�vi�es 
referred to in the following sec�on would be 
inappropriate in a school context and that 
users, as defined below, should not engage 
in these ac�vi�es in or outside the school 
when using school equipment or systems. 
The school policy restricts certain usage as 
follows:  
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Child sexual abuse images – 
The making, production or 
distribution of indecent images 
of children. Contrary to the 
Protection of Children Act 
1978 

/

Grooming, incitement, 
arrangement or facilitation of 
sexual acts against children. 
Contrary to the Sexual 
Offences Act 2003. 

/

Possession of an extreme 
pornographic image (grossly 
offensive, disgusting or 
otherwise of an obscene 
character). Contrary to the 
Criminal Justice and 
Immigration Act 2008.   

/

Promotion of extremism or 
terrorism 

/

Pornography /
Promotion of any kind of 
discrimination Threatening 
behaviour, including 
promotion of physical violence 
or mental harm 

/

Any other information which 
may be offensive to colleagues 
or breaches the integrity of the 
ethos of the school or brings 
the school into disrepute 

/

/

/

/

/

/

/

/

/

/

/

/

/

On-line shopping / commerce – personal use /

/

/
Use of messaging apps /

/Use of video broadcasting eg YouTube 

On-line gaming (non educational) 

On-line gambling  

Revealing or publicising confidential or proprietary 
information (eg financial / personal information, 
databases, computer / network access codes and 
passwords) 

On-line shopping / commerce – for school business 
(for the purposes of comparing quotes to achieve 
value for money in school)

Legal File sharing related to learning and other school 
business 
Use of social media 

Creating or propagating computer viruses or other 
harmful files 
Unfair usage (downloading / uploading large files 
that hinders others in their use of the internet / 

Use of school equipment/devices without permission 

On-line gaming (educational)

Users shall not visit 
Internet sites, make, 
post, download, 
upload, data 
transfer, 
communicate or 
pass on, material, 
remarks, proposals 
or comments that 
contain or relate to:

Using school systems to run a private business 

Use systems, applications, websites or other 
mechanisms that bypass the filtering or other 

Infringing copyright 
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14.3  Responding to Incidents of Misuse  
  

14.3.1  This guidance is intended for use when staff need to manage incidents that involve the use of online 
services. It encourages a safe and secure approach to the management of the incident. Incidents might 
involve illegal or inappropriate ac�vi�es (See "User Ac�ons" above).  

  

14.4  Illegal Incidents  
  

14.4.1  If there is any suspicion that the website(s) concerned may contain child abuse images or if there is any 
other suspected illegal ac�vity, refer to the right hand side of the Flowchart (below) for responding to 
online safety incidents and report immediately to the police.  
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14.5  Other Incidents  
  
14.5.1  It is hoped that all members of the school community will be responsible users of digital technologies, who  

understand and follow school policy. However, there may be �mes when infringements of the policy could 
take place, through careless or irresponsible or, very rarely, through deliberate misuse. In the event of 
suspicion, all steps in this procedure should be followed:  

  
• Have more than one senior member of staff / volunteer involved in the process.  
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• Conduct the procedure using a designated computer that will not be used by young people and if 
necessary can be taken off site by the police should the need arise. Use the same computer for the 
dura�on of the procedure.  

• It is important to ensure that the relevant staff should have appropriate internet access to conduct the 
procedure, but also that the sites and content visited are closely monitored and recorded.  

• Record the URL of any site containing the alleged misuse and describe the nature of the content 
causing concern. It may also be necessary to record and store screenshots of the content on the 
machine being used for inves�ga�on. These may be printed, signed and atached to the form (except in 
the case of child sexual abuse - see below).  

• Once this has been completed and fully inves�gated the group will need to judge whether this concern 
has substance or not. If it does then appropriate ac�on will be required and could include the 
following:  

• Internal response or disciplinary procedures.  
• Involvement by Local Authority or na�onal / local organisa�on (as relevant) • Police involvement and/or 

ac�on.  
  

14.5.2  If content being reviewed includes images of Child abuse then the monitoring should be halted and 
referred to the Police immediately. Other instances to report to the police would include:  

  
• Incidents of 'grooming' behaviour  
• The sending of obscene materials to a child  
• Adult material which poten�ally breaches the Obscene Publica�ons Act  
• Criminally racist material  
• Promo�on of terrorism or extremism • Other criminal conduct, ac�vity or materials.  
Isolate the computer in ques�on as best you can. Any change to its state may hinder a later police 
inves�ga�on.  

   

14.5.3  It is important that all of the above steps are taken as they will provide an evidence trail for the school and 
possibly the police and demonstrate that visits to these sites were carried out for safeguarding purposes. 
The completed forms should be retained by the group for evidence and reference purposes.  

  

14.6  Process for Dealing with Offensive Material About Staff  
  

14.6.1  If staff discover that, arising from employment as an educa�on professional, a website contains incorrect, 
inappropriate or inflammatory writen material rela�ng to them, or images of which have been taken 
and/or which are being used without permission, then staff should immediately report this to the 
Headteacher:  

  
• The Headteacher will conduct an inves�ga�on.  

  
• If it is evidenced, in the course of the inves�ga�on, that an iden�fied pupil(s) submited material to the 

website, then the pupil(s) will be disciplined in line with the Behaviour Policy / Professional Learning 
Standards, and the pupil/parent will be asked to amend or remove the offending content.  

• Where appropriate, the inves�ga�ng officer should approach the website hosts to request that the 
material is either amended or removed. If the website requires the individual who is complaining to do 
so personally, the school should give their full support and assistance.  

• Checks should be carried out to verify if the requested amendments or removals were made. If the 
websites will not cooperate, the inves�ga�ng officer should contact the “UK Safer Internet Centre’s 
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Professionals Online Safety Helpline” (0844 381 4772) to seek further support and guidance on future 
course of ac�on. The UK Safer Internet Centre has contacts with law enforcement agencies and 
technology companies that can be useful in achieving a sa�sfactory outcome.  

• If the material is threatening and/or in�mida�ng, the Headteacher should consider repor�ng the 
mater to the police (with the member of staff’s consent).  
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14.7  School Ac�ons & Sanc�ons  
  
14.7.1.1  It is more likely that the school will need to deal with incidents that involve inappropriate rather than illegal 
misuse. It is important that any incidents are dealt with as soon as possible in a propor�onate manner, and that 
members of the school community 
are aware that incidents have been 
dealt with. It is intended that 
incidents of misuse will be dealt 
with through normal behaviour / 
disciplinary procedures as follows:  
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Continued infringments of the above, 
following previous warnings or 
sanctions.
Actions which could bring the school into 
disrepute or breach the integrity of the 
ethos of the school.
Using proxy sites or other means to 
subvert the school's filtering and 
monitoring systems
Accidentally accessing offensive or 
pornographic material and failing to 
report the incident
Deliberately accessing or trying to access 
offensive or pornographic material
Receipt or transmission of material that 
infringes the copyright of another 
person/company/organisation or 
infringes the Data Protection Act

Unauthorised downloading or uploading 
of files

Allowing others to access school network 
by sharing username and passwords
Attempting to access or accessing the 
school network, using another pupil’s 

Pupil Incidents

Attempting to access or accessing the 
school network, using the account of a 
member of staff

Sending an email, text or message that is 
regarded as offensive, harassment or of 
a bullying nature 

Corrupting or destroying the data of 
others

Deliberately accessing or trying to access 
material that could be considered illegal 
(see list in earlier section on unsuitable / 
inappropriate activities). 

Loss / theft / damage to school 
equipment 
Use of school equipment/devices 
without permission 
Unauthorised use of non-educational 
sites during lessons 
Unauthorised / inappropriate use of 
mobile phone / digital camera / other 
mobile device 
Unauthorised use of social media / 
messaging apps / personal email 
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Using proxy sites or other means to 
subvert the school’s filtering system 
Accidentally accessing offensive or 
pornographic material and failing to 
report the incident 
Deliberately accessing or trying to access 
offensive or pornographic material 
Breaching copyright or licensing 
regulations 

Continued infringements of the above, 
following previous warnings or sanctions 

Satff Incidents
Deliberate actions to breach data 
protection or network security rules

Corrupting or destroying the data of 
other users or causing deliberate 
damage to hardware or software 
Sending an email, text or message that is 
regarded as offensive, harassment or of 
a bullying nature 
Using personal email / social media / 
instant messaging / text messaging to 
carry out digital communications with 
pupils 
Actions which could compromise the 
staff member’s professional standing 
Actions which could bring the school into 
disrepute or breach the integrity of the 
ethos of the school 
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14.8  Other Guidance  
  

• Third party complaints, or from parents concerning ac�vity that occurs outside the normal school day, 
should be shared with the Headteacher.  

• Minor pupil offences such as being off-task visi�ng games or email websites will be handled by the 
teacher in situ by invoking the school Behaviour Policy / Professional Learning Standards.  

• Serious breaches of this policy by pupils will be treated as any other serious breach of conduct in line 
with the Behaviour Policy / Professional Learning Standards. Referral to Pastoral Managers / Leadership 
Team may be appropriate at this level.  

• Pupil policy breaches rela�ng to bullying, drugs misuse, abuse, suicide and serious health problems 
must be reported to the nominated Child Protec�on Officer and ac�on taken in line with an�-bullying 
and child protec�on policies. There may be occasions when the police and/or local authority agencies 
need to be involved.  

• Breaches of this policy by staff will be inves�gated by the Headteacher. Ac�on will be taken under 
Birmingham City Council's Disciplinary Policy where a breach of professional conduct is iden�fied. 
Incidents will be fully inves�gated, and appropriate records made on staff files with the ul�mate 
sanc�on of summary dismissal reserved for the most serious of cases involving gross misconduct. All 
monitoring and inves�ga�on of staff use will be carried out by 2x senior members of staff. 

• Parents are asked to work in partnership with staff to resolve issues and will be informed of the 
school's complaints procedure.  

• Advice on handling Online Safety incidents can be sought via the nominated Online Safety 
representa�ve in School, and via the Online Safety team at the LA (telephone 0121 303 5100).  
 

 15  Development / Monitoring / Review  
  
15.1  This Online Safety Policy has been developed in consulta�on with:  
  

• School Leadership Team  
• Staff - including Teachers, Support Staff, Technical staff  
• Governors  
• Parents, Carers and Pupils  

  
  

15.2  The school will monitor the impact of the policy.  
  
  

15.3            The Online Safety Policy will be reviewed annually, or more regularly in the light of any significant new 
developments in the use of the technologies, new threats to online safety or incidents that have taken 
place.  

  

16  Links with Other Policies  
  
16.1  This Online Safety Policy is linked to the following policies:  
  

• School Technology Security Policy (appended to this policy)  
• Electronic Devices – Searching and Dele�on Policy (appended to this policy)  
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• Mobile Technologies Policy (appended to this policy)  
• Social Media Policy (appended to this policy)  
• An�-bullying Policy (available from school website)  
• Access Control Policy (available to staff in school from internal policies site)  
• Behaviour Policy / Professional Learning Standards (available from school website)  
• Data Protec�on Policy (available from school website)  
• Informa�on Security Policy (available to staff in school from internal policies site)  
• Safeguarding and Child Protec�on Policy (available from school website)  
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A1  
  

Pupil Acceptable Use Policy Agreement  

A1.1  
  

School Policy  

A1.1.1  
  

  

This Acceptable Use Policy Agreement is intended to ensure:  

• that young people will be responsible users and stay safe while using the internet and other digital 
technologies for educa�onal, personal and recrea�onal use.  

• that school systems and users are protected from accidental or deliberate misuse that could put the 
security of the systems and users at risk.  

A1.1.2  

  

The school will provide pupils with good access to digital technologies to enhance their learning in school 
and will, in return, expect pupils to agree to be responsible users.  

A1.1.3  
  

All digital technology use in and out of school is bound by the Online Safety Policy.  

A1.1.4  
  

  
  

All pupils and parents / carers are advised to read the following related documents and policies:  

• Online Safety Policy  
• Behaviour Policy / Professional Learning Standards  

A1.2  
  

Acceptable Use Policy Agreement  

A1.2.1  

  

I understand that I must use school systems in a responsible way, to ensure that there is no risk to my safety 
or to the safety and security of the systems and other users.  

A1.2.2  
  

  

For my own personal safety:  

• I understand that the school will monitor my use of the systems, devices and digital communica�ons.  
• I understand that the rules set out in this agreement also apply to my use of these technologies out of 

school.  
• I will keep my username and password safe and secure - I will not share it, nor will I try to use any 

other person’s username and password. I understand that I should not write down or store a password 
where it is possible that someone may steal it.  

• I will be aware of “stranger danger”, when I am communica�ng on-line.  
• I will not disclose or share personal informa�on about myself or others when on-line (this could 

include names, addresses, email addresses, telephone numbers, age, educa�onal details, financial 
details etc.).  

• If I arrange to meet people off-line that I have communicated with on-line, I will do so in a public place 
and take an adult with me.  

• I will immediately report any unpleasant or inappropriate material or messages or anything that makes 
me feel uncomfortable when I see it on-line.  

A1.2.3  
  

I understand that everyone has equal rights to use technology as a resource and:  

• I understand that the school systems and devices are primarily intended for educa�onal use and that I 
will not use them for personal or recrea�onal use unless I have permission.  
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• I will not try (unless I have permission) to make large downloads or uploads that might take up internet 
capacity and prevent other users from being able to carry out their work.  

• I will not use the school systems or devices for on-line gaming, on-line gambling, internet shopping, file 
sharing, or video broadcas�ng (eg YouTube), unless I have permission of a member of staff to do so.  

  
• I will use all school resources appropriately including prin�ng. I will always get permission from a 

member of staff before prin�ng.  
   

A1.2.4  
  

  

I will act as I expect others to act toward me:  

• I will respect others’ work and property and will not access, copy, remove or otherwise alter any other 
user’s files, without the owner’s knowledge and permission.  

• I will be polite and responsible when I communicate with others, I will not use strong, aggressive or 
inappropriate language and I appreciate that others may have different opinions.  

• I will not take or distribute images of anyone without their permission.  

A1.2.5  

  

I recognise that the school has a responsibility to maintain the security and integrity of the technology it 
offers me and to ensure the smooth running of the school:  

• I will not use my personal devices (eg. smartphone, USB devices etc) in school, unless I have explicit 
permission from a member of staff.  

• Where possible I will use my school-provided Office 365 / OneDrive online storage account - to transfer 
school files between school and home.  

• I understand that, if I do use my own devices in school, I will follow the rules set out in this agreement, 
in the same way as if I was using school equipment.  

• I will not atempt to connect personal devices to the school network (wired or wireless) due to the 
security risk of cross-contamina�on of malware/viruses.  

• I will not use school equipment/devices without permission from a supervising member of staff.  
• I understand the risks and will not try to upload, download or access any materials which are illegal or 

inappropriate or may cause harm or distress to others, nor will I try to use any programs or so�ware 
that might allow me to bypass the filtering / security systems in place to prevent access to such 
materials.  

• I will immediately report any damage or faults involving equipment or so�ware, however this may have 
happened.  

• I will not open any hyperlinks in emails or any atachments to emails, unless I know and trust the person 
/ organisa�on who sent the email, or if I have any concerns about the validity of the email (due to the 
risk of the atachment containing viruses or other harmful programs).  

• I will not install or atempt to install or store programs of any type on any school device, nor will I try to 
alter computer se�ngs.  

• I will not use social media (eg. Facebook, Instagram, Twiter, SnapChat) or personal email systems (eg. 
Hotmail, Gmail, Yahoo) in school or on school devices.  

• I will only use school-sanc�oned systems to communicate with staff and other pupils (eg. Office 365).  
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A1.2.6  
  When using the internet for research or recrea�on, I recognise that:  

• I should ensure that I have permission to use the original work of others in my own work. I will not 
plagiarise other people’s work by submi�ng it as my own.  

• Where work is protected by copyright, I will not try to download copies (including music and videos)  
• When I am using the internet to find informa�on, I should take care to check that the informa�on that I 

access is accurate, as I understand that the work of others may not be truthful and may be a deliberate 
atempt to mislead me.  

A1.2.7  
  

I understand that I am responsible for my ac�ons, both in and out of school:  

• I understand that the school also has the right to take ac�on against me if I am involved in incidents of 
inappropriate behaviour, that are covered in this agreement, when I am out of school and where they 
involve my membership of the school community (examples would be cyber-bullying, use of images or 
personal informa�on).  

• I understand that if I fail to comply with this Acceptable Use Policy Agreement, I will be subject to 
disciplinary ac�on.  This may include loss of access to the school network / internet, deten�ons, 
suspensions, contact with parents and in the event of illegal ac�vi�es involvement of the police.  

   

A1.2.8  
  

Please complete the sec�ons below to show that you have read, understood and agree to the rules 
included in the Pupil Acceptable Use Policy Agreement. If you do not sign and return this agreement, 
access will not be granted to school systems and devices.  

A1.3  
  

Pupil Acceptable Use Policy Agreement Form  

A1.3.1  
  

This form relates to the Pupil Acceptable Use Policy (AUP) Agreement, to which it is atached.  

A1.3.2  
  

Please complete the sec�ons below to show that you have read, understood and agree to the rules 
included in the Acceptable Use Agreement. If you do not sign and return this agreement, access will not 
be granted to school systems.  

A1.3.3  
  
  

I have read and understand the above and agree to follow these guidelines when:  
• I use the school systems and devices (both in and out of school)  
• I use my own devices in school (when allowed) eg smartphones, USB devices, cameras etc  
• I use my own devices out of school in a way that is related to me being a member of this school eg 

communica�ng with other members of the school, accessing school email, Learning Pla�orm, website 
etc.  

A1.3.4  I agree to follow the rules set out in Pupil Acceptable Use Policy Agreement and the Online Safety Policy.  
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A2 Parent / Carer Acceptable Use Policy Agreement  
A2.1 School Policy  
A2.1.1   

  

This Acceptable Use Policy Agreement is intended to ensure:  

• that young people will be responsible users and stay safe while using the internet and other 
communica�ons technologies for educa�onal, personal and recrea�onal use.  

• that school systems and users are protected from accidental or deliberate misuse that could put the 
security of the systems and users at risk.  

• that parents and carers are aware of the importance of online safety and are involved in the educa�on 
and guidance of young people with regard to their on-line behaviour.  

A2.1.2  

  

The school will try to ensure that pupils will have good access to digital technologies to enhance their 
learning and will, in return, expect the pupils to agree to be responsible users. A copy of the Pupil 
Acceptable Use Policy Agreement is atached to this permission form, so that parents / carers will be 
aware of the school expecta�ons of the young people in their care.  

A2.1.3  

  

All use of school digital technologies/systems in and out of school is bound by the Online Safety Policy; all 
pupils / staff / visitors / parents are strongly advised to read the Online Safety Policy.  

A2.1.4  Parents are requested to sign the permission form, on the next page, to show their support of the school 
in this important aspect of the school’s work.    

A2.2  Parent Permission Form  
  

  

A2.2.1  
  

As the parent / carer of the above pupil, I give permission for my daughter to have access to the internet 
and to digital technologies and systems at school.  

A2.2.2  
  

I know that my daughter has signed a Pupil Acceptable Use Policy Agreement and has received, or will 
receive, online safety educa�on to help them understand the importance of safe use of technology – both 
in and out of school.  

A2.2.3  
  

I understand that the school will take every reasonable precau�on, including monitoring and filtering 
systems, to ensure that young people will be safe when they use the internet and systems. I also 
understand that the school cannot ul�mately be held responsible for the nature and content of materials 
accessed on the internet and using mobile technologies.  

A2.2.4  
  

I understand that my daughter’s ac�vity on the systems will be monitored and that the school will contact 
me if they have concerns about any possible breaches of the Acceptable Use Policy Agreement or Online 
Safety Policy.  

A2.2.5  I will encourage my child to adopt safe use of the internet and digital technologies at home and will inform 
the school if I have concerns over my child’s online safety.  
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A3.2.1  
  
  

A3.2.2  
  
  
  

Use of Digital / Video Images for Learning Without Publica�on  
As the parent / carer of the above pupil, I acknowledge that digital / video images of my daughter will be 
taken and used for pupil records and learning purposes without publica�on (Eg. GCSE courses that 
require capture of images/video, pupil records for iden�fica�on).  
Use of Digital / Video Images for Promo�ng Pupil/School Achievement With Publica�on  
As the parent / carer of the above pupil, I agree to the school taking and using digital / video images of 
my daughter for use in publicity (such as newsleter, school website, public media) to celebrate pupil 
achievement and promote the school.  

 Please �ck:  YES  NO  

(Please tick “YES” if you agree/give your permission, or tick “No” if you disagree/do not give your permission)  
A3.2.3  Parent / Carer Signature and Date  

  

A3.1 School Policy  
A3.1.1 

  

The use of digital / video images plays an important part in learning ac�vi�es. Pupils and members of staff 
may use digital cameras to record evidence of ac�vi�es in lessons and out of school – as directed by staff.  

These images can then be used as evidence of learning and in presenta�ons in subsequent lessons.  

A3.1.2  

  

With parental consent, images may also be used to celebrate success through their publica�on in 
newsleters, on the school website and occasionally in the public media. Where an image is publicly shared 
by any means, only your child’s first name will be used.  

A3.1.3  

  

The school will comply with the Data Protec�on Act and request parents / carers permission before taking 
images of members of the school. We will also ensure that when images are published that the young 
people cannot be iden�fied by the use of their names.  

A3.1.4  

  

Parents / carers are requested to sign the permission form, to allow the school to take and use images of 
their children and for the parents / carers to agree.  

A3.2  
  

Digital / Video Images Permission Form  

Signed:

Date:
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S i g ned :   

D a te:   
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A4.2.1  As the parent / carer of the above named pupil, I understand that my daughter will access the Microso�  

 
 
 
 
 

A4 

 
 
 
Use of Cloud Systems  

A4.1 School Policy  
A4.1.1 

  

The school uses Microso� Office 365 Educa�on for pupils and staff. This form describes the tools and pupil 
responsibili�es for using these services.  

A4.1.2  

  

  

The following services are available to each pupil and hosted by Microso� as part of the school's online 
presence in Office 365:  

• Outlook Mail - an individual email account for school use managed by the school  
• Calendar - an individual calendar providing the ability to organise schedules, daily ac�vi�es, and 

assignments  
• OneDrive for Business - an individual storage area providing the ability to store and retrieve school 

work/digital media including documents, images, videos and notebooks  
• SharePoint Sites/Groups - an individual and collabora�ve site crea�on tool  
• Office 365 Video - Safe and secure streaming video portal for pupils to access video media created by 

staff for learning  
• OneNote - individual and collabora�ve notebooks/journals for recording learning �melines  
• Word/Excel/PowerPoint Online - a web-based / instant-access word processing, spreadsheet and 

presenta�on toolkit.  

A4.1.3  

  

Using these tools, pupils collabora�vely create, edit and share files and sites for school related projects and 
communicate via email with other pupils and members of staff. These services are en�rely online and 
available 24/7 from any internet-connected device. Examples of pupil use include showcasing class 
projects, building an electronic por�olio of school learning experiences, and working in small groups on 
presenta�ons to share with others. The school believes that use of the tools significantly adds to your 
daughter's educa�onal experience.  

A4.1.4  

  

Microso�'s terms and condi�ons confirm that Microso� do not require parental consent for schools to 
provide Office 365 accounts for pupils (see htps://www.microso�.com/online/legal/v2/en- 
us/MOS_PTC_Regulatory_Comp.htm for details).  

A4.1.5  

  

Although the school does not require parental consent to create pupil accounts on Office 365 Educa�on, 
the school requires a parent / carer to sign the form on the next page, to state they have read and 
understand that the school will provide their child with access to the Office 365 Educa�on Cloud System:  

A4.2  
  

Use of Cloud Systems Form  
 

http://www.microsoft.com/online/legal/v2/en-
http://www.microsoft.com/online/legal/v2/en-
http://www.microsoft.com/online/legal/v2/en-
http://www.microsoft.com/online/legal/v2/en-
http://www.microsoft.com/online/legal/v2/en-
http://www.microsoft.com/online/legal/v2/en-
http://www.microsoft.com/online/legal/v2/en-
http://www.microsoft.com/online/legal/v2/en-
http://www.microsoft.com/online/legal/v2/en-
http://www.microsoft.com/online/legal/v2/en-
http://www.microsoft.com/online/legal/v2/en-
http://www.microsoft.com/online/legal/v2/en-
http://www.microsoft.com/online/legal/v2/en-
http://www.microsoft.com/online/legal/v2/en-
http://www.microsoft.com/online/legal/v2/en-
http://www.microsoft.com/online/legal/v2/en-
http://www.microsoft.com/online/legal/v2/en-
http://www.microsoft.com/online/legal/v2/en-
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Office 365 Educa�on Cloud System through an individual account created by the school.  
  

 
 

A5 Use of 
Biometric System 
 

The school has used biometrics in the past but currently does not use this type of system.  If in the future the school 
goes back to any form of biometrics then this part of the policy will be updated  

Signed:

Date:
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A6 
  

Online Safety Policy –  Summary of Key Points for Staff  

A6.1.1  

  

Policy/Scope – All staff are required to annually read, understand and sign the Staff Acceptable Use Policy 
Agreement. All staff are required to read, understand and comply with the Online Safety Policy, which 
applies to use of school digital technologies in and out of school, as well as personal use of any digital 
technologies/social media at any �me, where such personal use could bring personal/professional/school 
reputa�on into disrepute. Refer to “3. Scope of the Policy” in the Online Safety Policy.  

A6.1.2  

  

Photos/Video – do not use personal devices for taking images of pupils. Use school-owned devices. 
Always check photo permissions list. Photos must not be published publicly (eg. School Website) without 
writen approval. Refer to “7. Use of digital and video images” in the Online Safety Policy.  

A6.1.3  

  

Streaming Services – The default posi�on is that legi�mate streaming services (eg. Ne�lix) are NOT 
authorised for use in school. Excep�ons apply. Refer to “8. Copyrighted Audio and Video” in the Online 
Safety Policy.  

A6.1.4  

  

GDPR – Staff are NOT authorised to sign the school up to new Cloud-based services; staff should submit a 
“Data Protec�on Impact Assessment” and seek permission from the ICT Opera�ons Manager. Staff must 
not transfer files containing sensi�ve/personal informa�on via regular email atachment or external 
physical storage devices (eg. USB storage) due to the risk of Data Protec�on breach; instead staff should 
“share” files securely using Office 365, or another form of authorised encryp�on. Refer to “9. GDPR” in the 
Online Safety Policy.  

A6.1.5  

  

Technical / Password Security – Computers must not be le� logged in unatended; staff should “lock” 
computers or logout. Staff must set complex passwords using a mixture of uppercase, lowercase, numbers 
and non-alphanumeric characters. School-owned equipment must NOT be removed from the school site 
without permission. Staff must NOT atempt to connect personal devices to the school network (physical 
or wifi). Refer to “10.1.2 Technical Security”, “10.1.3 Password Security” and “11. Mobile Devices” in the 
Online Safety Policy.  

A6.1.6  

  

Safeguarding Filtering and Monitoring – All staff/pupil use of school-owned computers is monitored via 
“Smoothwall” monitoring so�ware and the Entrust Safeguarding Monitoring Service. The Pastoral/DSL 
Team are alerted to pupil Smoothwall Captures. The Head teacher is alerted to staff Smoothwall captures. 
Staff are required to use NetSupport Classroom in IT rooms to control and monitor pupil IT usage. All 
internet access in school is filtered at ISP and School level. Refer to “10.1.4 Filtering and Monitoring” in the 
Online Safety Policy.  

A6.1.7  

  

Communica�ons/Social Media – All communica�on between staff and pupils must be via official 
sanc�oned school systems (Office 365) un�l the pupil leaves Further Educa�on (aged 18). Staff and ex- staff 
use of personal email/social media with pupils and ex-pupils is strictly prohibited. If staff receive 
unwarranted communica�on from (suspected) parents/pupils to personal email/social media, staff must 
NOT respond, but instead seek advice immediately. Refer to “13. Communica�ons” in the Online Safety 
Policy.  

A6.1.8  Phishing – Schools/staff are currently at a par�cularly high risk of being targeted for “Phishing atacks”, 
which is criminal ac�vity aimed at manipula�ng users to perform ac�ons or divulge informa�on that users 
would not normally provide – commonly received via email. Staff need to understand and be alert to the 
signs of a phishing atack, and ensure no ac�on is taken that could jeopardise the security of their 
accounts or the technical security of the school. Phishing atacks should be reported to ICT Support. Refer 
to “13. Phishing” in the Online Safety Policy.  
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A7 Staff (and Visitor) Acceptable Use Policy Agreement  

A7.1 School Policy  
A7.1.1 

  

  

This Acceptable Use Policy Agreement is intended to ensure:  

• that staff and visitors will be responsible users and stay safe while using the internet and other digital 
technologies for educa�onal, personal and recrea�onal use.  

• that school systems and users are protected from accidental or deliberate misuse that could put the 
security of the systems and users at risk.  

• that staff and visitors are protected from poten�al risk in their use of technology in their everyday 
work.  

A7.1.2  

  

The school will try to ensure that staff and visitors will have good access to digital technology to enhance 
their work, to enhance learning opportuni�es for pupils and will, in return, expect staff and visitors to 
agree to be responsible users.  

A7.1.3  All digital technology use in and out of school is bound by the Online Safety Policy.  

A7.1.4  

  

All staff and visitors are advised to read the following related documents and policies:  

• Online Safety Policy  
• School Technical Security Policy  
• Access Control Policy / Acceptable Use Agreement  
• Informa�on Security Policy  
• Behaviour Policy / Professional Learning Standards  
• Data Protec�on Policy  
• Staff Professionalism Document  

A7.2  
  

Acceptable Use Policy Agreement  

A7.2.1  

  

I accept and will abide by the rules set out in this agreement and the Online Safety Policy. I also accept 
and will abide by Hodge Hill Girls’ School’s Access Control Acceptable Use Agreement.  

A7.2.2  

  

I understand that I must use school systems in a responsible way, to ensure that there is no risk to my 
safety or to the safety and security of the systems and other users. I recognise the value of the use of 
digital technology for enhancing learning and will ensure that pupils receive opportuni�es to gain from 
the use of digital technology. I will, where possible, educate the young people in my care in the safe use 
of digital technology and embed online safety in my work with young people.  

A7.2.3  
  

  

For my professional and personal safety:  

• I understand that the school will monitor my use of the systems, devices and digital communica�ons.  
• I understand that the rules set out in this agreement also apply to my use of these technologies out of 

school.  
• I understand that the school digital technology systems are primarily intended for educa�onal use and 

that I will not use the systems for personal or recrea�onal use.  
• I will immediately report any illegal, inappropriate or harmful material or incident, I become aware of, 

to the appropriate person.  

A7.2.4  I will be professional in my communica�ons and ac�ons when using school systems:  
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• I will not access, copy, remove or otherwise alter any other user’s files, without their express 

permission.  
• I will communicate with others in a professional manner, I will not use aggressive or inappropriate 

language and I appreciate that others may have different opinions.  
• I will ensure that when I take and / or publish images of others I will do so with their permission and in 

accordance with the school’s policy on the use of digital / video images. I will not use my personal 
equipment to record these images. Where these images are published (eg on the school website / 
learning pla�orm) it will not be possible to iden�fy by name, or other personal informa�on, those who 
are featured.  

• I will not use social media sites in school or on school-owned equipment, unless I have been given 
explicit permission.  

• I will only communicate with staff, visitors, pupils and parents / carers using official school systems. Any 
such communica�on will be professional in tone and manner. (See Staff Professionalism Document). • I 
will not engage in any online ac�vity that may compromise my professional responsibili�es.  

  
A7.2.5 The school and the local authority have the responsibility to provide safe and secure access to technologies 

and ensure the smooth running of the school:  
  

• When I use my personal mobile devices (eg. smartphone / USB devices etc) in school, I will follow the 
rules set out in this agreement, in the same way as if I was using school equipment.  I will also follow 
any addi�onal rules set by the school about such use. I will ensure that any such devices are protected 
by up to date opera�ng system updates and an�-virus so�ware, and are free from viruses.  

• If I am issued with a school-owned device (eg. staff laptop, tablet), I will connect it to the school 
network at least once per fortnight, to enable monitoring of use outside school.  

• I will not atempt to connect personal devices to the school network (wired or wireless) due to the 
security risk of cross-contamina�on of malware/viruses – unless I have explicit, writen permission 
from the school  

• I will not open any hyperlinks in emails or any atachments to emails, unless the source is known and 
trusted, or if I have any concerns about the validity of the email (due to the risk of the atachment 
containing viruses or other harmful programmes).  

• I will ensure that my data is regularly backed up, in accordance with relevant school policies.  
• I will not try to upload, download or access any materials which are illegal (child sexual abuse images, 

criminally racist material, adult pornography covered by the Obscene Publica�ons Act) or inappropriate 
or may cause harm or distress to others. I will not try to use any programmes or so�ware that might 
allow me to bypass the filtering / security systems in place to prevent access to such materials.  

• I will not try (unless I have permission) to make large downloads or uploads that might take up internet 
capacity and prevent other users from being able to carry out their work.  

• I will not install or atempt to install programmes of any type on a machine, or store programmes on a 
computer, nor will I try to alter computer se�ngs.  

• I will not disable or cause any damage to school equipment, or the equipment belonging to others.  
• I will only transport, hold, disclose or share personal informa�on about myself or others, as outlined in 

the Data Protec�on Policy and Privacy No�ces. Where personal data is transferred outside the secure 
school network, it must be encrypted. Paper based Protected and Restricted data must be held in 
lockable storage.  

• I understand that data protec�on policy requires that any staff or pupil data to which I have access, will 
be kept private and confiden�al, except when it is deemed necessary that I am required by law or by 
school policy to disclose such informa�on to an appropriate authority.    
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• I will immediately report any damage or faults involving equipment or so�ware, however this may have 
happened.  

   

A7.2.6  
  

  

When using the internet in my professional capacity or for school sanc�oned personal use:  

• I will ensure that I have permission to use the original work of others in my own work  
• Where work is protected by copyright, I will not download or distribute copies (including music and 

videos).  

A7.2.7  
  
  

I understand that I am responsible for my ac�ons in and out of the school:  
• I understand that this Acceptable Use Policy Agreement applies not only to my work and use of school 

digital technology equipment in school, but also applies to my use of school systems and equipment off 
the premises and my use of personal equipment on the premises or in situa�ons related to my 
employment by the school.  

• I understand that if I fail to comply with this Acceptable Use Policy Agreement, I could be subject to 
disciplinary ac�on.  This could include a warning, a suspension, referral to Governors and / or the Local 
Authority and in the event of illegal ac�vi�es the involvement of the police.  

A7.2.8  
  

Please complete the sec�ons on the next page to show that you have read, understood and agree to the 
rules included in this Acceptable Use Policy Agreement.  

A7.3  
  

Staff / Visitor Acceptable Use Policy Agreement Form  

A7.3.1  
  

This form relates to the Staff / Visitor Acceptable Use Policy (AUP) Agreement, to which it is atached.  

A7.3.2  
  

Please complete the sec�ons below to show that you have read, understood and agree to the rules included 
in the Staff / Visitor Acceptable Use Policy Agreement. If you do not sign and return this agreement, access 
will not be granted to school systems.  

A7.3.3  
  

I have read and understand the above and agree to use the school digital technology systems (both in and 
out of school) and my own devices (in school and when carrying out communica�ons related to the school)  
within these guidelines.  

A7.3.4  I agree to follow the guidelines set out in Staff / Visitor Acceptable Use Policy and the Online Safety Policy.  

  
 

  
  

  

 

S t a ff   /   V i s i t o r   
N a me:   

S i g ned :   

D a te:   
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A8 This record is no longer used and has been removed. 
  

Blank Page 
  



© Hodge Hill Girls’ School, 2023   

  Page 42 of 56 

 

A10  School Technical Security Policy  
  

A10.1  Introduc�on  
  

A10.1.1      Effec�ve technical security depends not only on technical measures, but also on appropriate policies and 
procedures and on good user educa�on and training. The school will be responsible for ensuring that the 
school infrastructure/network is as safe and secure as is reasonably possible and that:  

  

  

• users can only access data to which they have right of access  
• no user should be able to access another’s files (other than that allowed for monitoring purposes 

within the school’s policies or other educa�onal purposes)  
• access to personal data is securely controlled in line with the school’s personal data policy  
• logs are maintained of access by users and of their ac�ons while users of the system  
• there is effec�ve guidance and training for users  
• there are regular reviews and audits of the safety and security of school systems  
• there is oversight from senior leaders and these have impact in policy and prac�ce.  

A10.2  
  

Responsibili�es  

A10.2.1  
  

The management of technical security will be the responsibility of the ICT Opera�ons  Manager.  

A10.2.2  

  

All staff are responsible for the security of data, usernames and passwords that they generate or have 
access to.  

A10.3  
  

Technical Security  

A10.3.1  

  

The school will be responsible for ensuring that the school infrastructure / network is as safe and secure 
as reasonably possible and that policies and procedures approved within this policy are implemented. It 
will also need to ensure that the relevant people receive guidance and training and will be effec�ve in 
carrying out their responsibili�es:  

• School technical systems will be managed in ways that ensure that the school meets recommended 
technical requirements.  

• There will be regular reviews and audits of the safety and security of school technical systems.  
• Servers, wireless systems and cabling must be securely located and physical access restricted.  
• Appropriate security measures are in place to protect the servers, firewalls, switches, routers, wireless 

systems, work sta�ons, mobile devices etc. from malicious atempts which might threaten the security 
of the school systems and data – including system updates and robust an�-virus protec�on.  

• Responsibili�es for the management of technical security are assigned to the ICT Opera�ons Manager.  
• The ICT Opera�ons Manager is responsible for ensuring that so�ware licences s are accurate and up to 

date and that regular checks are made to reconcile the number of licences purchased against the 
number of so�ware installa�ons.  

• Mobile device security and management procedures are in place for school-owned devices.  
• School technical staff ensure that monitoring so�ware records the ac�vity of users on the school 

technical systems and users are made aware of this in the Acceptable Use Agreement.  
• Remote management tools are used by staff to control worksta�ons and view users ac�vity.  
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• An appropriate system is in place for users to report any actual / poten�al technical incident to the ICT 
Opera�ons Manager.  

• An agreed procedure is in place for the provision of temporary access of "guests" (e.g. trainee teachers, 
supply teachers, visitors) onto the school system.  

• An agreed policy is in place regarding the extent of personal use that users (staff / students / pupils / 
community users) and their family members are allowed on school devices that may be used out of 
school.  

• An agreed policy is in place regarding the use of removable media (eg memory s�cks / CDs / DVDs) by 
users on school devices.  

• The school infrastructure and individual worksta�ons are protected by up to date so�ware to protect 
against malicious threats from viruses, worms, trojans etc.  

• Personal data cannot be sent over the internet or taken off the school site unless safely encrypted or 
otherwise secured.  

• Hodge Hill Girls’ School reserves the right to confiscate devices that it suspects contain viruses, or that 
pose a risk to system security. ICT Support staff will request permission from the device owner to have 
the device scanned and cleaned. Where the device owner permits this, the cleaning opera�on will be 
carried out at risk to the device owner. If the device owner does not give permission, the device will be 
confiscated and parents contacted to collect the device – to protect the integrity of the school network.  

  
  

 

A10.4  
  

Password Security  

A10.4.1  

  

A safe and secure username / password system is essen�al if “Technical Security” is to be established and 
will apply to all school technical systems, including network and email.  

• The management of the password security policy will be the responsibility of the ICT Opera�ons  
Manager.  

• All users will have clearly defined access rights to school technical systems and devices. Details of the 
access rights available to groups of users will be recorded by the ICT Opera�ons Manager.  

• All school networks and systems will be protected by secure passwords that are regularly changed.  
• The “master / administrator” passwords for the school systems, used by ICT Support staff must also be 

available to the Headteacher or other nominated senior leader and kept in a secure place eg. school 
safe. Considera�on should also be given to using two factor authen�ca�on for such accounts.  

• All users (adults and young people) will have responsibility for the security of their usernames and 
passwords, must not allow other users to access the systems using their log on details and must 
immediately report any suspicion or evidence that there has been a breach of security.  

• Passwords for new users, and replacement passwords for exis�ng users will be allocated by ICT Support 
Staff. Username and Passwords to the MIS are managed by the Data Manager. Any changes carried out 
must be no�fied to the manager of the Password Security Policy (above).  

• Requests for password changes should be authen�cated by the ICT Opera�ons Manager to ensure that 
the new password can only be passed to the genuine user.  

• All users will be provided with a username and password by the ICT Opera�ons Manager who will keep 
an up to date record of users and their usernames.  

• The password should be a minimum of 8 characters long and must include three of – uppercase 
character, lowercase character, number, special characters.  

• Users will be required to change their password every 45 days.  
• Pupils will be taught the importance of password security.  
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• Passwords must not include proper names or any other personal informa�on about the user that might 
be known by others.  

• The account should be “locked out” following five successive incorrect log-on atempts.  
• Temporary passwords eg. used with new user accounts, or when users have forgoten their passwords, 

shall be enforced to change immediately upon the next account log-on.  
• Passwords shall not be displayed on screen, and shall be securely hashed (use of one-way encryp�on).  
• Passwords should be different for different accounts.  
• All passwords should be changed at least every 45 days.  
• Should not be reused for 6 months and be significantly different from previous passwords created by 

the same user. The last five passwords cannot be reused.  
   

A10.5  
  

Filtering  

A10.5.1  

  

The filtering of internet content provides an important means of preven�ng users from accessing material 
that is illegal or is inappropriate in an educa�onal context. The filtering system cannot, however, provide a  

100% guarantee that it will do so, because the content on the web changes dynamically and new 
technologies are constantly being developed. It is important, therefore, to understand that filtering is only 
one element in a larger strategy for online safety and acceptable use. It is important that the school has a 
filtering policy to manage the associated risks and to provide preventa�ve measures which are relevant to 
the situa�on in this school.  

• The responsibility for the management of the school’s filtering policy will be held by  the ICT Opera�ons 
Manager. They will manage the school filtering, in line with this policy and will keep records / logs of 
changes and of breaches of the filtering systems.  

• All users have a responsibility to report in wri�ng immediately to ICT Support any infringements of the 
school’s filtering policy of which they become aware or any sites that are accessed, which they believe 
should have been filtered.  

• Users must not atempt to use any programmes or so�ware that might allow them to bypass the 
filtering / security systems in place to prevent access to such materials.  

• The school maintains and supports 3x ‘levels’ of filtering that help it meet its’ statutory requirements to 
ensure the safety of pupils and staff:  

• ISP Level – managed filtering service provided by the Internet Service Provider (ISP - currently 
“Entrust”). Filtering decisions at this level affect all schools that use this ISP.  

• School Level -  joint-managed filtering service provided by the ISP using “Surfprotect”. Filtering 
decisions at this level affect all users in this school.  

• User Level – joint-managed filtering service provided by the ISP using “Surfprotect”. Filtering decisions 
at this level affect individual users, or groups of users.  

• In the event of the technical staff needing to switch off the filtering for any reason, or for any user, this 
must be logged and carried out by a process that is agreed by the Headteacher (or other nominated 
senior leader).  

• Internet access is filtered for all users and devices that connect through the school network. 
Differen�ated internet access is available for staff and customised filtering changes are managed by the 
school.  

• Mobile devices that access the school internet connec�on (whether school or personal devices) will be 
subject to the same filtering standards as other devices on the school systems.  

• Any filtering issues should be reported immediately to the filtering provider.  
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• Requests from staff for sites to be removed from the filtered list will be considered by ICT Support staff 
in consulta�on with the DSL, who is a member of the Leadership Team. Such requests can only be 
agreed by a member of the Leadership Team. If the request is agreed, this ac�on will be recorded and 
logs of such ac�ons shall be reviewed regularly.  

• Illegal content is filtered by the Internet Service Provider employing the Internet Watch Founda�on 
CAIC list and other illegal content lists. Filter content lists are regularly updated and internet use is 
logged and frequently monitored.  

A10.5.2  
  

  

Changes to the Filtering System  

• Requests for filtering/unfiltering of a specific site will only be considered on the basis of safeguarding 
risk and educa�onal merit of access.  

• Users who gain access to, or have knowledge of others being able to access, sites which they feel 
should be filtered (or unfiltered) should report this in the first instance to ICT Support, by emailing 
helpdesk@hodgehgs.bham.sch.uk. This will log a helpdesk �cket for ICT Support’s aten�on. If the 
request is urgent for safeguarding reasons, speak to ICT Support staff directly.  

• Urgent requests can normally be processed and acted on within 2 hours. Non-urgent requests will take 
up to 5-days to process and take ac�on.  

• ICT Support staff should ensure that the request is recorded appropriately.  
• ICT Support should consult with, and ensure any changes to filtering are authorised by, the DSL (or 

nominated member of Leadership Team).  
• When a course of ac�on is determined by the DSL, ICT Support should give considera�on as to the 

‘level’ to which filtering changes should be applied:  
• Local Authority Level – ICT Support can refer the filtering change request to the Internet Service 

Provider for implemen�ng on behalf of all local schools.  
• School Level – ICT Support can implement the filtering change request using the SurfProtect 

Administra�on to affect all school users.  
• User Level – ICT Support can implement the filtering change request using SurfProtect  

Administra�on to affect an individual user or group of users. These changes will take longer than 
School Level changes.  

• ICT Support should provide feedback on the outcome/ac�on taken to the reques�ng user via the 
original helpdesk �cket – whether the request has been approved or denied.  

A10.6  
  

Monitoring  

A10.6.1  

  

No filtering system can guarantee 100% protec�on against access to unsuitable sites. The school will 
therefore monitor the ac�vi�es of users on the school network and on school equipment as indicated in 
the School Online Safety Policy and the Acceptable Use Agreement. Monitoring will take place as follows:  

• At the Local Authority level, the Internet Service Provider records logs of websites visited by computer 
address and date/�me. The ISP employs the Internet Watch Founda�on CAIC list to ensure that certain 
categories of websites and content are blocked to prevent access to illegal and inappropriate content 
categories such as “pornography”, “self-harm”, “illegal”, “drugs”, “social-networking” and “age-
restricted”. Website category lists are updated on a daily basis.  

• At the school level, “Smoothwall”, formely known as PCE, is installed on all computers to monitor 
usage. PCE captures screen shots that include words or phrases on-screen that match high-risk 
libraries/categories, or captures user atempts to access blocked websites.  
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• The school subscribes to the “Safeguarding Monitoring Service” provided by the ISP provider Entrust. 
On a daily basis, Entrust staff monitor and review the Smoothwall generated screen captures of 
computer usage by all school users.  

• The pupil screen captures are then ‘graded’, capture-records updated, and ac�on taken as indicated 
below:  

 
 
 
 

  
Grade Descriptor  Managed Service Response  School Response 

Grade 1 
False positive - no problem  Captures graded. Records 

updated.  
No action.  

Grade 2 

Inappropriate content or 
behaviour, but not 
safeguarding-related  

Summary emailed to School 
Pastoral Managers – monthly 

Pastoral Managers: Summary 
emails reviewed monthly and 
action taken where 
appropriate.  

Grade 3 

Potentially unsafe content or 
behaviour  

Summary emailed to School 
Pastoral Managers – monthly  

Pastoral Managers:  
Summary emails reviewed 
weekly and action taken 
where appropriate.  

Grade 4 

Serious, non-urgent child 
safeguarding threat  

Incident summary emailed to 
DSL and Headteacher for action 
– as soon as possible after 
incident discovered.  

DSL:  Investigates incident / 
takes action during working 
hours, as soon as alerted.  

Grade 5 

Serious and urgent child 
safeguarding threat – present 
or imminent danger  

Direct phone call with 
Headteacher or DSL – 
immediately as incident 
discovered.  

DSL: Investigates incident / 
takes action immediately, as 
soon as alerted. 

 Table: Smoothwall Captures - Grading and Response 
 

• Smoothwall is a managed ICT System that closely integrates with several other ICT systems. ICT Support 
staff have access to Smoothwall in order to ensure the smooth-running of the system, and to enforce 
new filtering restric�ons as and when required. All school laptops have PCE installed to enable the 
school to meet its obliga�on to monitor use of school equipment taken off-site. PCE operators have 
received training externally or as part of INSET.   

• At the teaching group level, “NetSupport School” is installed in all ICT suites. NetSupport School is an 
effec�ve classroom management tool that enables staff to control access to applica�ons/websites 
inclass, and makes monitoring ac�vity easier. NetSupport School can also be used to distribute 
documents to pupils in a single click. NetSupport School allows staff to manage pupil computers by 
remotely viewing pupils’ screens and taking control of mouse/keyboard movements if required. The 
use of NetSupport School on staff computers is not permited. Staff computers are monitored 
effec�vely through Smoothwall. The ICT Opera�ons Manager has responsibility for managing and 
monitoring NetSupport School. Staff receive induc�on training on how to use NetSupport School, and 
addi�onal support is available and targeted where required.  

  
A10.7  Further Guidance  
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• Schools in England (and Wales) are required “to ensure children are safe from terrorist and 
extremist material when accessing the internet in school, including by establishing appropriate 
levels of filtering” (Revised Prevent Duty Guidance: for England and Wales, 2015).  

• Furthermore the Department for Educa�on published proposed changes to “Keeping Children Safe 
in Educa�on’ for consulta�on in December 2015. Amongst the proposed changes, schools will be 
obligated to “ensure appropriate filters and appropriate monitoring systems are in place. Children 
should not be able to access harmful or inappropriate material from the school or colleges IT 
system” however, schools will need to “be careful that “over blocking” does not lead to 
unreasonable restric�ons as to what children can be taught with regards to online teaching and 
safeguarding.”  

• In response UKSIC produced guidance and informa�on on “Appropriate Filtering”.  
  

A10.8  
  

Training / Awareness  

A10.8.1  

  

Members of staff will be made aware of the school’s Technical Security Policy at induc�on, through the 
school’s online safety policy,  through the Acceptable Use Agreement, and through staff mee�ngs, 
briefings, INSET.  

A10.8.2  

  

Pupils will be made aware of the school’s Technical Security Policy in lessons, and through the Acceptable 
Use Agreement.  

A10.8.3  

  

Parents will be made aware of the school’s Technical Security Policy through the Acceptable Use 
Agreement and through parent mee�ngs/briefings/newsleter.  

A10.9  
  

Audit / Repor�ng  

A10.9.1  
  

  
  

The ICT Opera�ons Manager will ensure that full records are kept of:  

• User IDs and user log-ins  
• Security incidents related to this policy  
• Web-access logs  

A10.9.2  The filtering policy will be reviewed in the response to the evidence provided by the audit logs of the 
suitability of the current provision.  

    
 
  

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/445977/3799_Revised_Prevent_Duty_Guidance__England_Wales_V2-Interactive.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/445977/3799_Revised_Prevent_Duty_Guidance__England_Wales_V2-Interactive.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/445977/3799_Revised_Prevent_Duty_Guidance__England_Wales_V2-Interactive.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/445977/3799_Revised_Prevent_Duty_Guidance__England_Wales_V2-Interactive.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/445977/3799_Revised_Prevent_Duty_Guidance__England_Wales_V2-Interactive.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/445977/3799_Revised_Prevent_Duty_Guidance__England_Wales_V2-Interactive.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/445977/3799_Revised_Prevent_Duty_Guidance__England_Wales_V2-Interactive.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/445977/3799_Revised_Prevent_Duty_Guidance__England_Wales_V2-Interactive.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/445977/3799_Revised_Prevent_Duty_Guidance__England_Wales_V2-Interactive.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/445977/3799_Revised_Prevent_Duty_Guidance__England_Wales_V2-Interactive.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/445977/3799_Revised_Prevent_Duty_Guidance__England_Wales_V2-Interactive.pdf
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https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/445977/3799_Revised_Prevent_Duty_Guidance__England_Wales_V2-Interactive.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/445977/3799_Revised_Prevent_Duty_Guidance__England_Wales_V2-Interactive.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/445977/3799_Revised_Prevent_Duty_Guidance__England_Wales_V2-Interactive.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/445977/3799_Revised_Prevent_Duty_Guidance__England_Wales_V2-Interactive.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/445977/3799_Revised_Prevent_Duty_Guidance__England_Wales_V2-Interactive.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/445977/3799_Revised_Prevent_Duty_Guidance__England_Wales_V2-Interactive.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/445977/3799_Revised_Prevent_Duty_Guidance__England_Wales_V2-Interactive.pdf
http://www.saferinternet.org.uk/advice-and-resources/teachers-and-professionals/appropriate-filtering-for-education-settings
http://www.saferinternet.org.uk/advice-and-resources/teachers-and-professionals/appropriate-filtering-for-education-settings
http://www.saferinternet.org.uk/advice-and-resources/teachers-and-professionals/appropriate-filtering-for-education-settings
http://www.saferinternet.org.uk/advice-and-resources/teachers-and-professionals/appropriate-filtering-for-education-settings
http://www.saferinternet.org.uk/advice-and-resources/teachers-and-professionals/appropriate-filtering-for-education-settings
http://www.saferinternet.org.uk/advice-and-resources/teachers-and-professionals/appropriate-filtering-for-education-settings
http://www.saferinternet.org.uk/advice-and-resources/teachers-and-professionals/appropriate-filtering-for-education-settings
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A11  
  

Electronic Devices –  Searching and Dele�on Policy  

A11.1  
  

Introduc�on  

A11.1.1  

  

  

The changing face of digital technologies and ever increasing pupil use of these technologies has meant 
that the Educa�on Acts have had to change in an atempt to keep pace. Within Part 2 of the Educa�on 
Act 2011 (Discipline) there have been changes to the powers afforded to schools by statute to search 
pupils in order to maintain discipline and ensure safety.  

• The par�cular changes we deal with here are the added power to search for items 'banned under the 
school rules' and the power to 'delete data' stored on seized electronic devices.  

• Items banned under the school rules are determined and publicised by the Headteacher (sec�on 89 
Educa�on and Inspec�ons Act 1996).  

• An item banned by the school rules may only be searched for under these new powers if it has been 
iden�fied in the school rules as an item that can be searched for.  

• The act allows authorised persons to examine data on electronic devices if they think there is a good 
reason to do so. In determining a 'good reason' to examine or erase the data or files the authorised 
staff member must reasonably suspect that the data or file on the device in ques�on has been, or 
could be, used to cause harm, to disrupt teaching or could break the school rules.  

• Following an examina�on, if the person has decided to return the device to the owner, or to retain or 
dispose of it, they may erase any data or files, if they think there is a good reason to do so.  

• The Headteacher must publicise the Behaviour Policy / Professional Learning Standards, in wri�ng, to 
staff, parents / carers and pupils at least once a year.  

A11.2  
  

  

  

Relevant legisla�on:  

• Educa�on Act 1996  
• Educa�on and Inspec�ons Act 2006  
• Educa�on Act 2011 Part 2 (Discipline)  
• The School Behaviour (Determina�on and Publicising of Measures in Academies) Regula�ons 2012  
• Health and Safety at Work etc. Act 1974  
• Obscene Publica�ons Act 1959  
• Children Act 1989  
• Human Rights Act 1998  
• Computer Misuse Act 1990  

• This list is not intended to be exhaus�ve.  

A11.3  
  

Responsibili�es  

A11.3.1  

  

The Headteacher is responsible for ensuring that the school policies reflect the requirements contained 
within the relevant legisla�on. The formula�on of these policies may be delegated to other individuals or 
groups. The policies will normally be taken to Governors for approval. The Headteacher will need to 
authorise those staff who are allowed to carry out searches.  

A11.3.2  

  

The Headteacher has authorised the following members of staff to carry out searches for and of 
electronic devices and the dele�on of data / files on those devices:  
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• Designated Safeguarding Lead (DSL)-trained staff  
  

A11.3.3  

  

The Headteacher may authorise other staff members in wri�ng in advance of any search they may 
undertake, subject to appropriate training.  

A11.4  
  

  

Training / Awareness  

• Members of staff should be made aware of the school's policy on "Electronic devices - searching and 
dele�on" at induc�on and at regular upda�ng sessions on the school's online safety policy  

• Members of staff authorised by the Headteacher to carry out searches for and of electronic devices 
and to access and delete data / files from those devices should receive training that is specific and 
relevant to this role.  

• Specific training is required for those staff who may need to judge whether material that is accessed is 
inappropriate or illegal.  

A11.5  
  

Search  

A11.5.1  

  

  

The school Behaviour Policy / Professional Learning Standards refers to the policy regarding searches with 
and without consent for the wide range of items covered within the Educa�on Act 2011 and lists those 
items.  This policy refers only to the searching for and of electronic devices and the dele�on of data / files 
on those devices.  

• Pupils are allowed to bring personal mobile devices to school on condi�on that they are handed in on 
arrival and collected at the end of the school day. Pupil personal devices must not be used on the 
school site..  

• If pupils breach these rules, the sanc�ons for breaking these rules can be found in the Behaviour Policy 
/ Professional Learning Standards.  

• Authorised staff (defined in the responsibili�es sec�on above) have the right to search for such 
electronic devices where they reasonably suspect that the data or file on the device in ques�on has 
been, or could be, used to cause harm, to disrupt teaching or break the school rules:  

• Searching with consent - Authorised staff may search with the pupil's consent for any item  
• Searching without consent - Authorised staff may only search without the pupil's consent for anything 

which is either 'prohibited' (as defined in Sec�on 550AA of the Educa�on Act 1996) or appears in the 
school rules as an item which is banned and may be searched for.  

• In carrying out the search:  
• The authorised member of staff must have reasonable grounds for suspec�ng that a pupil is in 

possession of a prohibited item i.e. an item banned by the school rules and which can be searched 
for.  

• The authorised member of staff should take reasonable steps to check the ownership of the 
mobile phone / personal electronic device before carrying out a search.  

• The authorised member of staff should take care that, where possible, searches should not take 
place in public places e.g. an occupied classroom, which might be considered as exploi�ng the 
pupil being searched.  

• The authorised member of staff carrying out the search must be the same gender as the pupil 
being searched; and there must be a witness (also a staff member) and, if at all possible, they too 
should be the same gender as the pupil being searched.  

• There is a limited excep�on to this rule: Authorised staff can carry out a search of a pupil of the 
opposite gender including without a witness present, but only where you reasonably believe that 
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there is a risk that serious harm will be caused to a person if you do not conduct the search 
immediately and where it is not reasonably prac�cable to summon another member of staff.  

  
• Extent of the search:  
• The person conduc�ng the search may not require the pupil to remove any clothing other than 

outer clothing.  
• Outer clothing means clothing that is not worn next to the skin or immediately over a garment 

that is being worn as underwear (outer clothing includes hats; shoes; boots; coat; blazer; jacket; 
gloves and scarves).  

• 'Possessions' means any goods over which the pupil has or appears to have control - this includes 
desks, lockers and bags.  

• A pupil's possessions can only be searched in the presence of the pupil and another member of 
staff, except where there is a risk that serious harm will be caused to a person if the search is not 
conducted immediately and where it is not reasonably prac�cable to summon another member of 
staff.  

• The power to search without consent enables a personal search, involving removal of outer 
clothing and searching of pockets; but not an in�mate search going further than that, which only a 
person with more extensive powers (e.g. a police officer) can do.  

• Use of Force - force cannot be used to search without consent for items banned under the school 
rules regardless of whether the rules say an item can be searched for.  

   

A11.6  
  

Electronic devices  

A11.6.1  

  

  

An authorised member of staff finding an electronic device may access and examine any data or files on the 
device if they think there is a good reason to do so.  

• The examina�on of the data / files on the device should go only as far as is reasonably necessary 
to establish the facts of the incident. It is important that authorised staff should have training and 
sufficient knowledge of electronic devices and data storage.  

• If inappropriate material is found on the device it is up to the authorised member of staff to 
decide whether they should delete that material, retain it as evidence (of a criminal offence or a 
breach of school discipline) or whether the material is of such seriousness that it requires the 
involvement of the police. Examples of illegal ac�vity would include:  

• child sexual abuse images (including images of one child held by another child)  
• adult material which poten�ally breaches the Obscene Publica�ons Act  
• criminally racist material  
• other criminal conduct,  ac�vity or materials  
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A11.7  
  

Dele�on of Data  

A11.7.1  

  

  
  

Following an examina�on of an electronic device, if the authorised member of staff has decided to return 
the device to the owner, or to retain or dispose of it, they may erase any data or files, if they think there is 
a good reason to do so.  

• If inappropriate material is found on the device, it is up to the authorised member of staff to decide 
whether they should delete that material, retain it as evidence (of a possible criminal offence or a 
breach of school discipline) or whether the material is of such seriousness that it requires the 
involvement of the police.  

• A record should be kept of the reasons for the dele�on of data / files.  

A11.8  
  

Care of Confiscated Devices  

A11.8.1  School staff are reminded of the need to ensure the safe keeping of confiscated devices, to avoid the risk 
of compensa�on claims for damage / loss of such devices.  

  
A11.9  Audit / Monitoring / Repor�ng / Review  
  

• The Deputy Headteacher / Designated Safeguarding Lead will ensure that full records are kept of 
incidents involving the searching for and of mobile phones and electronic devices and the dele�on of 
data / files. (a template log sheet can be found in the appendices to the School Online Safety Template 
Policies)  

• These records will be reviewed by ... (Online Safety Officer / Online Safety Commitee / Online Safety 
Governor) at regular intervals (state the frequency).  

• This policy will be reviewed by the Headteacher and governors annually and in response to changes in 
guidance and evidence gained from the records.   
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A12  
  

Mobile Technologies Policy  

A12.1  
  

Introduc�on  

A12.1.1  

  

Mobile technology devices may be a school owned/provided or personally owned and might include: 
smartphone, tablet, notebook/laptop or other technology that usually has the capability of u�lising the 
school’s wireless network. The device then has access to the wider internet which may include the 
school’s learning pla�orm and other cloud based services such as email and data storage.  

A12.1.2  

  

All users should understand that the primary purpose of the use of school-owned/personal devices in a 
school context is educa�onal.  

A12.2  
  

General Statements  
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School-owned Devices Personal Devices
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A12.2.1  

  

The school Acceptable Use Agreements for staff, pupils/students and parents/carers will give 
considera�on to the use of mobile technologies.  

A12.2.2  
  

The school allows:  

    

A12.3  
  

School-owned Devices  

A12.3.1  

  

The school has provided technical solu�ons for the safe use of mobile technology 
for school-owned devices / personal devices:  

• All school devices are controlled though the use of Mobile Device Management so�ware  
• Appropriate access control is applied to all mobile devices according to the requirements of the user 

(e.g Internet only access, network access allowed, shared folder network access)  
• The school has addressed broadband performance and capacity to ensure that core educa�onal and 

administra�ve ac�vi�es are not nega�vely affected by the increase in the number of connected devices  
• For all mobile technologies, filtering will be applied to the internet connec�on and atempts to bypass 

this are not permited  
  
  
  

• Appropriate exit processes are implemented for devices no longer used at a school loca�on or by an 
authorised user. These include; revoking the link between MDM so�ware and the device, removing 
proxy se�ngs, ensuring no sensi�ve data is removed from the network, uninstalling school-licenced 
so�ware etc.  

• All school devices are subject to rou�ne monitoring  
• Pro-ac�ve monitoring has been implemented to monitor ac�vity  

   

A12.4  
  

Personal Devices  
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A12.4.1  
  

  

When personal devices are permited:  

• Secure “Guest wifi” is available for visitors/contractors’ devices to enable them to carry out online work 
required as part of their visit. Staff/pupil personal devices will NOT be provided guest wifi access; 
school-owned devices are issued where staff require wifi access.  

• All personal devices are restricted through the implementa�on of technical solu�ons that provide 
appropriate levels of network/wifi access  

• Personal devices are brought into the school en�rely at the risk of the owner and the decision to bring 
the device in to the school lies with the user (and their parents/carers) as does the liability for any loss 
or damage resul�ng from the use of the device in school  

• The school accepts no responsibility or liability in respect of lost, stolen or damaged devices while at 
school or on ac�vi�es organised or undertaken by the school (the school recommends insurance is 
purchased to cover that device whilst out of the home)  

• The school accepts no responsibility for any malfunc�on of a device due to changes made to the device 
while on the school network or whilst resolving any connec�vity issues  

• The school recommends that the devices are made easily iden�fiable and have a protec�ve case to help 
secure them as the devices are moved around the school. Pass-codes or PINs should be set on personal 
devices to aid security  

• The school is not responsible for the day to day maintenance or upkeep of the users personal device 
such as the charging of any device, the installa�on of so�ware updates or the resolu�on of hardware 
issues  

• For all mobile technologies, filtering will be applied to the internet connec�on and atempts to bypass 
this are not permited  

• Monitoring records will be retained of resources that personal devices have accessed via the internet. 
However, personal devices will NOT be subject to enhanced monitoring, for example, through 
Smoothwall.  

A12.5  
  

Addi�onal Terms of Use  

A12.5.1  

  

Users are expected to act responsibly, safely and respec�ully in line with current Acceptable Use 
Agreements, in addi�on;  

• Pupils are required to follow staff instruc�on with regard to when devices are permited / not 
permited to be used  

• Devices may not be used in tests or exams  
• Visitors should be provided with informa�on about how and when they are permited to use mobile 

technology in line with local safeguarding arrangements  
• Users are responsible for keeping their device up to date through so�ware, security and app updates. 

The device is virus protected and should not be capable of passing on infec�ons to the network  
• Users are responsible for charging their own devices and for protec�ng and looking a�er their devices 

while in school  
• Devices must be in silent mode on the school site and on school buses  
• School devices are provided to support learning. It is expected that pupils and staff will bring school 

devices to school as required.  
• Confisca�on and searching (England) - the school has the right to take, examine and search any device 

that is suspected of unauthorised use, either technical or inappropriate.  
• The changing of se�ngs (excep�ons include personal se�ngs such as font size, brightness, etc…) that 

would stop the device working as it was originally set up and intended to work is not permited  
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• The so�ware / apps originally installed by the school must remain on the school owned device in 
usable condi�on and be easily accessible at all �mes.  

• The school will ensure that school devices contain the necessary apps for school work. Apps added by 
the school will remain the property of the school and will not be accessible to students on authorised 
devices once they leave the school roll. Any apps bought by the user on their own account will remain 
theirs.  

• Users should be mindful of the age limits for app purchases and use and should ensure they read the 
terms and condi�ons before use.  

• Users must only photograph people with their permission. Users must only take pictures or videos that 
are required for a task or ac�vity, using school-owned equipment. All unnecessary images or videos will 
be deleted immediately.  

• Staff owned devices should not be used for personal purposes.  
• Prin�ng from personal devices will not be possible.   
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A13  
  

Social Media Policy  

A13.1  
  

  

  

Introduc�on  
Social media is a broad term for any kind of online pla�orm which enables people to directly interact with 
each other. However some games, for example Minecra�, World of Warcra� or Fortnite, and content 
sharing pla�orms such as You Tube, Pinterest and Twiter have social media elements to them.  

The school recognises the numerous benefits and opportuni�es which a social media presence offers. 
Staff, parents/carers and pupils may find crea�ve ways to use social media. However, there are some risks 
associated with social media use, especially around the issues of safeguarding, bullying, personal 
reputa�on and school reputa�on. This policy aims to clarify rules around the safe use of social media by 
the school, its staff, parents, carers and children.  

A13.2  
  

  

  

  

  

  

  

Scope  
This policy is subject to the school's Codes of Conduct and Acceptable Use Agreements.  

This policy:  

• Applies to all staff and to all online communica�ons which directly or indirectly, represent the school  
• Applies to such online communica�ons posted at any �me and from anywhere  
• Encourages the safe and responsible use of social media through training and educa�on  
• Defines the monitoring of public social media ac�vity pertaining to the school.  

The school respects privacy and understands that staff and pupils may use social media forums in their 
private lives. However, personal communica�ons likely to have a nega�ve impact on professional 
standards and/or the school's reputa�on are within the scope of this policy.  

Professional communica�ons are those made through official channels, posted on a school account or 
using the school name. All professional communica�ons are within the scope of this policy.  

Personal communica�ons are those made via personal social media accounts. In all cases, where a 
personal account is used which associates itself with the school or impacts on the school, it must be made 
clear that the member of staff is not communica�ng on behalf of the school with an appropriate 
disclaimer. Such personal communica�ons are within the scope of this policy.  

Personal communica�ons which do not refer to or impact upon the school are outside the scope of this 
policy.  

Digital communica�ons with pupils are also considered. Staff must not use social media to communicate 
with learners via a personal social media account for any purpose, including teaching and learning. This 
also applies if staff employment ceases.  

A13.3  
  

Roles & Responsibili�es  

A13.3.1  
  

Leadership Team:  
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• Facilita�ng training and guidance on Social Media use  
• Developing and implemen�ng the Social Media policy  
• Taking a lead role in inves�ga�ng any reported incident  
• Making an ini�al assessment when an incident is reported and involving appropriate staff and external 

agencies as required  
• Receive completed applica�ons for Social Media accounts  
• Approve account crea�on.  

   

A13.3.2  
  

  

Administrator / Moderator  

• Create the account following Leadership Team approval  
• Store account details, including passwords securely  
• Be involved in monitoring and contribu�ng to the account  
• Control the process for managing an account a�er the lead staff member has le� the organisa�on 

(closing or transferring)  

A13.3.3  
  

  

Staff  

• Know the contents of and ensure that any use of social media is carried out in line with this and other 
relevant policies  

• Atending appropriate training  
• Regularly monitoring, upda�ng and managing content he/she has posted via school accounts  
• Adding an appropriate disclaimer to personal accounts when naming the school  

A13.4  
  

Personal use  

A13.4.1  
  

  

Staff  

• Personal communica�ons are those made via a personal social media accounts. In all cases, where a 
personal account is used which associates itself with the school or impacts on the school, it must be 
made clear that the member of staff is not communica�ng on behalf of the school with an appropriate 
disclaimer. Such personal communica�ons are within the scope of this policy.  

• Personal communica�ons which do not refer to or impact upon the school are outside the scope of 
this policy.  

• Where excessive personal use of social media in school is suspected, and considered to be interfering 
with relevant du�es, disciplinary ac�on may be taken.  

• Staff should not engage in online discussion on personal maters rela�ng to members of the school 
community, and no reference should be made in social media to pupils, parents / carers, staff. This also 
applies if staff employment ceases.  

• Security se�ngs on personal social media profiles should be regularly checked to minimise risk of loss 
of personal informa�on.  
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A13.4.2  
  

  

Pupils  

• Staff are not permited to follow or engage with current or prior pupils of the school on any personal 
social media network account. This also applies if staff employment ceases.  

• The school's educa�on programme should enable the pupils to be safe and responsible users of social 
media.  

• Any offensive or inappropriate comments will be resolved by the use of the school's Behaviour Policy / 
Professional Learning Standards.  

A13.4.3  
  

Parents/Carers  

• If parents/carers have access to a school learning pla�orm where pos�ng or commen�ng is enabled, 
parents/carers will be informed about acceptable use.  

• The school has an ac�ve parent/carer educa�on programme which supports the safe and posi�ve use 
of social media. This includes informa�on on the website.  

• In the event of any offensive or inappropriate comments being made, the school will ask the 
parent/carer to remove the post and invite them to discuss the issues in person. If necessary, refer 
parents to the school's complaints procedures.  

   

A13.5  
  

Professional Use  

A13.5.1  
  

  

  

  

Process for crea�ng new accounts  

Anyone wishing to create such an account must present a business case to the Leadership Team which 
covers the following points:-  

• The aim of the account  
• The intended audience  
• How the account will be promoted  
• Who will run the account (at least two staff members should be named)  
• Will the account be open or private/closed  

Following considera�on by the Leadership Team an applica�on will be approved or rejected. In all cases, 
the Leadership Team must be sa�sfied that anyone running a social media account on behalf of the school 
has read and understood this policy and received appropriate training. This also applies to anyone who is 
not directly employed by the school, including volunteers or parents.  

A13.5.2  
  

  

  

Monitoring  

School accounts should be monitored regularly and frequently (preferably 5 days a week, including during 
holidays). Any comments, queries or complaints made through those accounts must be responded to 
within 24 hours (or on the next working day if received at a weekend) even if the response is only to 
acknowledge receipt. Regular monitoring and interven�on is essen�al in case a situa�on arises where 
bullying or any other inappropriate behaviour arises on a school social media account.  

As part of ac�ve social media engagement, it is considered good prac�ce to pro-ac�vely monitor the 
internet for public pos�ngs about the school.  
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A13.5.3  
  

  

  

  

  

Behaviour  

The school requires that all users using social media adhere to the standard of behaviour as set out in this 
policy and other relevant policies.  

Digital communica�ons by staff must be professional and respec�ul at all �mes and in accordance with 
this policy. Staff will not use social media to infringe on the rights and privacy of others or make ill- 
considered comments or judgments about staff. School social media accounts must not be used for 
personal gain. Staff must ensure that confiden�ality is maintained on social media even a�er they leave 
the employment of the school.  

Users must declare who they are in social media posts or accounts. Anonymous posts are discouraged in 
rela�on to school ac�vity.  

If a journalist makes contact about posts made using social media staff must consult Leadership Team 
before responding.  

Unacceptable conduct, (e.g. defamatory, discriminatory, offensive, harassing content or a breach of data 
protec�on, confiden�ality, copyright) will be considered extremely seriously by the school and will be 
reported as soon as possible to a relevant senior member of staff, and escalated where appropriate.  
The use of social media by staff while at work may be monitored, in line with school policies. The school 
permits reasonable and appropriate access to private social media sites. However, where excessive use is 
suspected, and considered to be interfering with relevant du�es, disciplinary ac�on may be taken  

  

  

The school will take appropriate ac�on in the event of breaches of the social media policy. Where conduct 
is found to be unacceptable, the school will deal with the mater internally. Where conduct is considered 
illegal, the school will report the mater to the police and other relevant external agencies, and may take 
ac�on according to the disciplinary policy.  

A13.6  
  

  

Legal considera�ons  
Users of social media should consider the copyright of the content they are sharing and, where necessary, 
should seek permission from the copyright holder before sharing. Users must ensure that their use of 
social media does not infringe upon relevant data protec�on laws, or breach confiden�ality.  

A13.7  
  

  

  

  

Handling abuse  
When ac�ng on behalf of the school, handle offensive comments swi�ly and with sensi�vity.  

If a conversa�on turns and becomes offensive or unacceptable, school users should block, report or delete 
other users or their comments/posts and should inform the audience exactly why the ac�on was taken  

If you feel that you or someone else is subject to abuse by colleagues through use of a social networking 
site, then this ac�on must be reported using the agreed school protocols.  
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A13.8  
  

  

  

Tone  
The tone of content published on social media should be appropriate to the audience, whilst retaining 
appropriate levels of professional standards. Key words to consider when composing messages are:  

• Engaging  
• Conversa�onal  
• Informa�ve  
• Friendly (on certain pla�orms, e.g. Facebook)  

A13.9  
  

  

  

  

   

Use of images  
School use of images can be assumed to be acceptable, providing the following guidelines are strictly 
adhered to.  

Permission to use any photos or video recordings should be sought in line with the school's digital and 
video images policy. If anyone, for any reason, asks not to be filmed or photographed then their wishes 
should be respected.  

Under no circumstances should staff share or upload student pictures online other than via school owned 
social media accounts  

Staff should exercise their professional judgement about whether an image is appropriate to share on 
school social media accounts. Students should be appropriately dressed, not be subject to ridicule and 
must not be on any school list of children whose images must not be published.  

If a member of staff inadvertently takes a compromising picture which could be misconstrued or misused, 
they must delete it immediately.  

   
A13.10   Appendix  

A13.10.1   Managing your personal use of Social Media:  
  

• "Nothing" on social media is truly private  
• Do not post informa�on publicly that you wouldn’t want employers, colleagues, pupils or parents to 

see  
• Do not retaliate to, or personally engage with cyberbullying incidents  
• Social media can blur the lines between your professional and private life. Don't use the school logo 

and/or branding on personal accounts  
• Check your se�ngs regularly and test your privacy  
• Keep an eye on your digital footprint  
• Keep your personal informa�on private  
• Regularly review your connec�ons - keep them to those you want to be connected to  
• When pos�ng online consider; Scale, Audience and Permanency of what you post • If you want to 

cri�cise, do it politely. 39 
• Take control of your images - do you want to be tagged in an image? What would children or parents 

say about you if they could see your images?  
• Know how to report a problem  
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A13.10.2   Managing school social media accounts  

  
• Check with a senior leader before publishing content that may have controversial implica�ons for the 

school  
• Use a disclaimer when expressing personal views  
• Make it clear who is pos�ng content  
• Use an appropriate and professional tone  
• Be respec�ul to all par�es  
• Ensure you have permission to 'share' other peoples' materials and acknowledge the author  
• Express opinions but do so in a balanced and measured manner  
• Think before responding to comments and, when in doubt, get a second opinion  
• Seek advice and report any mistakes using the school's repor�ng process  
• Consider turning off tagging people in images where possible  
• Don't make comments, post content or link to materials that will bring the school into disrepute  
• Don't publish confiden�al, personal or commercially sensi�ve material  
• Don't breach copyright, data protec�on or other relevant legisla�on  
• Consider the appropriateness of content for any audience of school accounts, and don't link to, embed 

or add poten�ally inappropriate content  
• Don't post derogatory, defamatory, offensive, harassing or discriminatory content • Don't use social 

media to air internal grievances  
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